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etter from the President

Dear Readers,

Welcome to this issue ofBis€nelnternational Journal of Buildiogking towards the future of Al-driven automated communicati
Automation! It's truly a pleasure to bring you this latest issue, lledBACtoleedly and the Future of Semantic Interoperability in
and insightful articles. Building Automationtelves into the exciting possibilities of semantic
technologies, promising even greater levels of understanding and
This year marks a signi cant milestone — it is the 15th anniversaghahtiebetween building system.
BACnelournal, and it brings me memories of penning that very rst letter
to you, our readers, lled with the hope and vision for what this jdtimelycould are delighted to share the H&W&< dbesignated
become. As | wrote then, the Journal "promises to be an importast &dudititn ‘RecognizedACnet Testing Organization’.'This
to the global ow of information and dialBgu&neind the solutions levelopment signi es the continued expansion and strengthening of
enables." Looking back, it's remarkable to see how that promise aA@nfatidedystem, providing even greater con dence in the quality a
The BACnetmmunity has ourished, and this journal has been priivitegeddability of BACnet products worldwide.
serve as an important element of our collective growth.
As we celebrate 15 years @dAfmelnternational Journal, it's clear
This issue explores the crucial issue of cybersé@aityrevithT TPS that the spirit of collaboration and knowledge sharind@@A@hiet the
Provides Enhanced Security in a Building Management System"camdmunity remains as strong as ever. Just as we hoped in our rst edi
"Cybersecurity in Building Automation Systems: Protecting ythis journal continues to serve as "a new link in the communications c
Assets." Just as we emphasized the need for interoperable comthatitatidche global BACnet community together and bene ts us all.”
from the start, ensuring that communication is secure is paramount in today's
interconnected world. These articles provide essential insights intoBafedusaintpr being a part of this journey. We hope you nd this is

your building automation systems. both informative and inspiring. We encourage you to engage with the i
presented and continue to contribute to the vibrant dialogue that de
Building on the foundation of a reliable StBAdmdiTesting and our community. &>

Certi cation: Maintaining the Integrity of the Standawmtitlerscores
the vital role that rigorous testing plays in ensuring the interopétajuiity and
dependability we all rely on.

Our perspective then broadens to the cutting edge of tecDadéog

Center Trends: Insights from the Edges"the demand for accessible
information has grown — a point we highlighted in our inaugural letter —
understanding the impact of edge computing on data centerg\rzcihobtllan
increasingly critical.

ABOUT THE AUTHOR

Andy McMillan is President and Managing
Director of BACnet International, where he
works with users and suppliers to expand
and enhance the BACnet community.
Previously he served as President of a
building automation and energy manage-
ment business unit of Philips Lighting.

BACnet{

International
Andy McMillan
President and Managing DirBétGndnternational
andym@Dbacnetinternationalwrgw.bacnetinternational.org

© McMillan
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Secure HTTPS Provides Enhanced Security
a Building Management System
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BACnet-complaint devices that incorporate HTTPS provide encrypted webpage communication and protect the integrity of client data. © Contempo

Network Security is more critical than exgponting, and troubleshooting in a secure magiter Certi cates — Certi cate Authority

today’s building management system (BM&hpny standard web browser, thereby improving

networks to ensure authentication, integrigccass control to the devices. Certi cates are typically issued and managed by

con dentiality of data transferred over the Internet. a trusted third-party company, called a Certi cate

This article describes BACnet-complainiTTPS (Secure HTTP) uses encryption foAubouity (CA). Getting an SSL certi cate installed
devices that incorporate HTTPS deliver ercogptaedication over an IP network. HTTP®trafreebsite by a well-known CA that is trusted by
communication and protect the integritg eatrypted using Transport Layer Securitgl(@@8ges and browsers, such as DigiCert, Comodo
client data. This article also describes the fldi&$ Secure Sockets Layer (SSL). The @uidactuly, Lets Encrypt, can provide access to the
authentication and encryption method whsth referred to as HTTP over SSL, comelmsitg seamlessly over the public Internet. The
utilizes keys and digital certi cates. It congbenes as https:// in the browser address bailevice can get the certi cate directly from the CA or

certi cates generated by a Certi cate Authority (CA) send a Certi cate Signing Request (CSR) to the C/
vs. self-signed certi cates and provides a reBogitad Certi cates to get the corresponding certi cate. These trusted
to create your own self-signed certi cate. CAs only provide certi cates to websites or devices

SSL/TLS relies on the use of keys andveiitahave a public IP address. They won't provide
BACnetmains the most popular protocol utkzedates for data encryption, desié cates for devices on an internal network with
in HVYACR control systems and there is aautbestication, and data integrity. Keys ogrivaia IP addresses.
ecosystem of devices that comprise these syatesri@ublic/private) and are used for encryption/
including Gateways to integrate other pratecojption. A public key is used for encrippfdn) Certi cates — Public Key
such as Modbus and EnOcB&aChefAs more while the private key is used for decryption.Infrastructure
and more devices are utilized to meet the demands
of today’s building management system (BNI®)itahaerti cates are used for authenticatidtoaad internal BMS network, getting a certi cate
smart building infrastructures, network secarigryiption, verifying ownership and authentioity # public CA is not necessary and can be
more critical than ever to ensure authentieatore that only authorized devices commexpeatsive given the considerable number of
integrity, and con dentiality of data transferredtbveiach other. The public key is part detiees in a building. The IT department can

the Internet. certi cate, while the private key is secret imphement their own infrastructure to generate
device. these keys and certi cates. The term PKI (Public
BACneatomplaint devices that incorporate HTTPS Key Infrastructure) is used to de ne this setup. The

(Secure HTTP) deliver encrypted commuiieatianisms exist to generate certi cates aralitdiysy automation product vendors may also have
and protect the integrity of client data. Rdsiteedevice and to scale the architecture to spéiiple software tools to implement the PKI, but
HTTPS webservers allow commissioningdstétas. the certi cates and keys for all devices at a site,

6| Journal of Building Automation @3/25
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development, testing, or staging environaweh®penSSL and create a self-signed certi cate
internal network websites and providing smciéndows using Windows Package Manager,
webpages for devices. However, you must bé/avaet WinGet is a free and open-source package
of their limitations, such as despite the stranmager designed by Microsoft that allows users
encryption they provide, they lack the bactardjsocbver, install, upgrade, remove, and con gure
recognized authority, so browsers on differapph¢gions on Windows 10, Windows 11, and

will display security warnings for them. Windows Server 2025 computers. The application
note also explains how to install this self-signed
Digital Certi cates — OpenSSL certi cate on the device, and how to download

and install the self-signed certi cate on different
You can generate and install a self-signed caimdtsvs machines to eliminate the security
using OpenSSL, a commonly used commandig. Instructions are provided for commonly
line utility for generating keys, creating centissstedorowsers — Google Chrome, Microsoft Edge,

BACnet-complaint devices that incorporate HT [.PS.
provide encr)?ptlled We\t/)lpage Cor:qmunﬁca“on aiging requests (CSRs), and managing ceréirmatdtozilla Firefox — and how to overcome the

tect the integrity of client data. © Creative Commons Security Warning message.
According to OpenSSL documentation at https:/
docs.openssl.org/master/man7/ossl-g@adaclusion
irrespective of their brand, must be gengratetliction: “OpenSSL is a robust, commercial-
from the same tool to ensure interoperabiltyadée full-featured toolkit for general-pufdageS encrypts the transport of data to ensure
certi cates on devices also expire and needryptmgraphy and secure communicatiodatdtmtegrity and prevents information from being
renewed. features are made available via a commamabdined, corrupted, or stolen during transmission.
application that enables users to perform &8l0T&S protocols authenticate users to secure
Devices used on internal networks can alsoaymitmraphy related functions such as geriefatingtion and ensure it won't be revealed
a self-signed digital certi cate to make akeyeb and certi cates. Additionally, it suppliesauthorized users. HTTPS requires digital
browser trust your internal devices. A self{signilraries that application developers caartisates to validate the domain ownership and
certi cate is a type of SSL/TLS credential ytm sigyplement cryptography-based capaibitiigisty. For external networks, you should obtain
yourself rather than having it signed by a &mdtéd securely communicate across a nétwgockedential from a trusted third-party CA.
third-party CA. If you don’t have an IT depdrinadiy, it also has a set of providers that supply
you can generate the self-signed certimplementations of a broad set of cryptoddefitsgned certi cates are valuable for creating

yourself. In addition, generating a self-sitgredhms. secure communication channels for internal
certi cate for internal network devices eliminates networks when you control the environment. They
the associated cost of getting a certi cate f@perSSL is fully open source. Version 3offeargliick deployment and cost savings and are
trusted third-party CA. above are distributed under the Apache v2 lideadefér testing, local development, or internal
applications. Understanding these concepts is
Digital Certi cates — Self-signed If you don’t have OpenSSL on your WindowsEcRIGp implementing security for IP devices in

you can install an OpenSSL package. If gemerad. For the Building Automation world based
Self-signed digital certi cates are created by sicgesging the HTTPS device from a differenBRChéiey provide the foundational knowledge
the certi cate with the owner's private keya®™esurity warning message will appear. Ydarmsistcessful and robust implementation of
are created, issued, and signed by the coteparigad the self-signed certi cate and instBINCteet/SC b
or developer who is responsible for the wgtsiti/cal machine’s trusted certi cate store
software being signed. Unlike certi cates issued by ABOUT THE AUTHOR
atrusted CA, no external party veri es a selffisigmadre information, Contemporary Contt
certi cate. Self-signed certi cates are fast,ciiegted an Application Note: How to Create Harpartap Parmar is a Director of Product
and easy to issue. They are appropriate f@el6&gned SSL Certi cates that explains Management at Contemporary Controls,
which designs and manufactures BACnet
building controls and IP networking
equipment. Parmar focuses on network
security, IP routers and their application to
cours.m:omv 5'0 Building Automation. He has over 25 years
ONTROLS
of experience at Contemporary Controls with

Harpartap Parmar .
partap a range of networking, control, and

Director of Product Managei@ontemporary Controls o
hparmar@ccontrols.comww.ccontrols.com communication products.

© Parmar
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BACnet Testing and Certi cation: Maintaining
the Integrity of the Standard

w ol Mo [ORF geehs ‘!?\'}"%

© BACnet International

Industry Overview A Brief History of BACnet Testing and “Steve’s presence and the availability of the
Certi cation NIST lab was key. We needed a place where
According to a recent market study by Fortune people could come together that was seen as

Business Insights, the building auton&tBean Bushby, Leader for the Mechaeidedl with the hardware and software needed
systems market is forecasted to groandoControls Group Engineering Labdmtumyduct the tests. NIST was the ideal place for
$150.73 billion USD worldwide by 2032. TRESTS and one of the BALCnepioneers, that,” stated the late Mike Newman, also known
Department of Energy reports that the alegage voicing this concern regarding casrdw “Father®BACnhéet

person spends 90% of their time in buildimgementation in 1991. Years B&Gmet

amounting to $370 billion USD in annual bresgye an ASHRAE Standard in 1995|nth@895, Busby contracted David Fisher,
costs. In conjunction with industry expamsi®nalready an apparent need to tesPdlaesoft, to write the rst publicly available
BACnemarket adoption will continue to gmplementation of é@Agngroducts. Bushbyesting tool, Visual Test Shell. The tool was
The latesBACnetMarket Adoption Repalgveloped the rB¥ACneprotocol analyzerleased in 1997 with second and third
drawn from BSRIA's Market Penetratitmol @fith a colleague. By BAGndesting versions released in 1997 and 1998. Bushby’s
Communications Protocols concludesgatinad further traction from manufactai@camentation led to the rst draft of 135.1
BACnetremains the most widely specpedmpting Bushby to facilitate thBAZ8&t Method of Test Conformance (ABAGRRE
protocol at a global level with 77% of prbjeatsperability Testing Consortium. This f@giemeanion Standard), released for public review
specifyinBACnetup from 64% in 2018. Bysymbiotic environment allowing manufagtl2889 and published in 2003. Later that year,
2027, th&ACnaprotocol is projected to hawebuilBBACneimplementations and produdiST hosted the rst PlugFest Interoperability
a 97% market share in North America, 8&#4l ifor Bushby's team at NIST to daMeldshopBACnhetnternational amihCnet

Latin America, 69% in the Middle East, 6&8%iilng software and methods. The conshntiémest Group Europe continue to host annual
Europe, and 63% in Asia Paci c. eventually grew to include 22 companies.PlugFest workshopB#ACnenhanufacturers.

With the increased us®A€nein HVAC, Members of the consortium were invitéd 1898BACndinterest Group North America
lighting, elevators, access controls, securfigréingpate in the rst public demonstratismofformed. The following year, a group of
life safety, energy management, and opeBicngh a multi-vendor environment held atéineifacturers recognizedBh&netesting

data products, it is imperative that the pro®@&IAHR Expo in Atlanta. Several comgfémits needed to expand further within the
is correctly implemented, particularly in apartitipated and the booth was a great suockesiry. This group formed BA€net
vendor environment. Manufacturers Association (BMA). Their initial

8 | Journal of Building Automation @3/25
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The BTL Mark provides users with con dence that

a product has passed the industry standard BACnet
conformance tests conducted by a recognized,
independent testing organization.

© BACnet Testing Laboratories

Early days of BACnet product testing through the NIST BAGHitgt Tettiogetahsortium.
© Steven Bushby

focus was solely on testing. The BMA fbariddnti ed by the BTL Mark on the phgsivainstrated compliance through the BTL
BACnefesting Laboratories in June 2000pavdiict or by searching for their BTL lGstitigcation program. BTL Certi cation lowers
created the BTL Mark that is still used todaylinke The BTL Listing of Tested Prackecsation cost and risk, which is why many
rst BTL Listing was awarded in 2002. In 2006ins over 1,430 products from ovemp2iécts today require BTL Certi cation in order
BACnelnterest Group North America andhémaifacturers. All products in the listingdrevenanufacturer to bid.
BMA merged to f@ACnet International. been independently tested by a recognized

BACnetesting organization with an indu$ing- Integrity of the BACnet Standard
Overview of BACnet Testing Laboratoriescepted test package and include a Cerficate
of Conformance. BACneesting and certi cation has an extensive
Today,BACnetTesting Laboratories (BTL) history dating back to the founding years of the
continues to support compliance testiegBene ts of the BTL Certi cation protocol before it became an ASHRAE Standard

and interoperability testing activities. PBIgram
oversees the operation of the global product
certi cation program and administers Béh€netontinues to be a driving force in
BTL Working Group (BTL-WG). BTL's abtiilding automation sphere. With any p
include developing and maintainB¥yGhet manufacturers and end-users must be a:
product test requirements and testing ptiaiesheirBACnetproducts implement tt
as well as maintaining a public listing ofp®tdeol correctly or otherwise risk p
certi ed products. The BTL-WG is opendelalt and cost overruns.
those interested BACnetesting. However,
voting members must be membBACokt WhileBACnds an open protocol, speci cal
International BACnelnterest Group Europs, extensive and complex for even the
be knowledgeable experts inBA@net developers. BACimeplementation errors
community and able to commit to vetheareld are grievous for both manufaci
terms. and end-users. Resolving interoper.
problems in a multi-vendor environment
The BTL Mark provides users with con Bé€eetystem integration can be expel
that a product has passed the industry standagpbtentially discouraging for custome
BACnetonformance tests conducted kheaevent of an interoperability problem be
recognized, independent testing organizatigroduct with BTL Certi cation and one v
it, a common assumption is the product v
Once a product has successfully com@atedault. Whether it is or not, the burd
testing, the manufacturer can apply for fodim and resolving the problem tends to
BTL Certi cation. BTL Certi ed productsnoah heavily on the manufacturer that h

ABOUT THE AUTHOR

Emily Hayes began workBAGnet
International in 2014 as BTL-Coordinator,
coordinating BTL Testing at the BTL Lab. In
2017, Emily took over leadership of the BTL
Working Group as chair. Additionally, she led
the transition from the BTL Listing Program to
the BTL Certi cation Program. She became
BTL Manager in January 2019.

Emily maintains professional membership in
the Project Management Institute (PMI), North
Carolina Chapter of PMI (NCPMI), and Institute
of Electrical and Electronics Engineers IEEE.

Emily has a BEE from Auburn University and
an MSEE from Duke University. She has
maintained a Project Management-Profes
sional (PMP) Certi cation since 2010.
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Independent testing and certi cation ma Total BTL Listings by Year
the integrity of the standard, that whict

transformed the industry with its inope
capabilities. Since 20@ACnetTesting

Laboratories has operated the compl
testing and global certi cation program a
committed to successfully implementin
BACnetStandard. BTL Certi cation low
integration costs and risks, assures indep
testing and interoperability assurance in a
vendor environment, improved product ¢
and performance, and greater buyer con
and opportunity to bid for manufacturers.

To learn more about the BTL Certic

program, visit btlorg or email bt-mana & & ¥ & & &£ & & & © & & & ¢
bacnetinternational.org. &®
© BACnet Testing Laboratories
IBA(.:netI
. t ti
EmIIyHayeS nternationa

BTL Manager, Certi cations and Listings
Manager and BTL Working Group Chair
btl-manager@bacnetinternationakvosgv.bacnetinternational.org

The new BASrouterSX and BASgatewaySX
incorporate SSL to provide secure Internet
communication and protect the integrity

of client data. Their resident HTTPS web
servers allow for commissioning, status
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* The BASrouterSX is a high-

Vi

Q :

) N =Y W et performance BACnet multi-network
Ry e router with SSL

N [] \)Madbus * The BASgatewaySX is a Modbus to

BACnet gateway with SSL

Va4

(5]
£

(5]
5

£44
=

TE,

CONTEMPORARY

—CONIROLS  years

Providing Solutions to Your Automation Needs

—
ey

Learn more at www.ccontrols.com/ssl Visit our EMEA store at www.ccontrols.eu



T T T T T T T L LS NNS SN
SIS NN R R EEEEEENEEENNEENENE N
SIS SENS NN EEEEEEEE EEN B ¥y B N BN

3 *LY[PAJH[P

):3 *LY[PAJH[PVU WYV]PKLZ \ZLYZ ~P[O JVUAKLUJL [OH[ H WYVK\J[ OHZ

JVTWSL[LK JVTWSPHUJL [LZ[PL

&HUWLOHG SURGXFWY DUH OLVWHG LQ WKH %7/ /LVWLQJ RI THVWHG 3

IURP RYHU

Interoperability Assurance in a
ZLHTSLZZS®

Multi-Vendor Environment

);3 *LY[PAJH[PVU WYV]PKLZ \ZLYZ "PL@[BZ2KY KKWZIPNULK [V JHSPKH[L [C
[OH[ H WYVK\J[ OHZ WHZZLK [OL PUKMYYLZRBHUKHNYELTLU[Z H ZWLJPALKk

Less Integration Risk
Y(*UL[ JVUMVYTHUJL [LZ[Z JVUK\J[LKMLHf\Q)B [V LUZ\YL [OH[ [OL WYVK\

H YLIVNUPaLK PUKLWLUKLU[ [LZ[PUN

VAULYZ HUK JVU[YVS Z Z[LT KLZPNULYZ JVUZPKLY );3 *LY[PAJH[PVU [V
(Z Z\JOMPRWPZNYHPRUNWYVISLTZ HUK [O]

>
D
I
)
% 5 Emuu
W hnuu u
m 0 -~ o=
o~ o e
c ll'
” Y o < -
o (]
9 = & -

—-- :
‘ = mwm - -
- -
LT TN N
EEEN N

Are you using BACnet products that have achieved
);3 *LY[PALK WYVK\J[Z HJJLSLYH[L HUISBNULY YOL);3 *LY[PALK WYVK\J[.

JVZ[ VM Z Z[LT PU[LNYH[PVU
*LY[PAJH[PVU [V IL LSPNPISL [V IPKWWYHUWYWIQEJIZ[LT LUOHUJLTLU[Z H

JVTTVUWSHJIL MVY ZWLJPAJH[PVUZ PWZ[LX)}PYY\Y3

JVUMVYTHUJL [LZ[Z JVUK\J[LK I’
Y)(*UL[ WYVK\J[Z [OH[ OH]L Z\JJLZZM\SS"

Assurance of Independent

Lower Integration Cost
Compliance Testing



Feature Articles

Data Center Trends: Insights from the Edge

ing and storage at the edge, reducing latency
and improving service delivery. To manage
these distributed locations effectively, Data Cen
ter Infrastructure Management (DCIM) software
is essential. DCIM tools help monitor-and con
trol these remote sites, ensuring optimal perfor
mance and reliability (Uptime Institute, 2021).

SeeanaN s .
TN RO W N

aeRen

Enhanced Security Measures

As cyber threats become more sophisticated,

data centers invest heavily in security. This

includes advanced encryption methods, Al-

based threat detection, and robust aceess con

© Michael Wilsonw trol systems. Ensuring data integrity and protect
ing against breaches are critical for maintaining
trust and compliance (TechTarget, 2024).

As we enter 2025, the data center indushmoiggh renewable energy sources, advanced

undergoing a profound transformation- Thimeliog techniques, and energy-ef cient Ramgnt notable cybersecurity breaches include:

lution is driven by cutting-edge technolagial Innovations like liquid cooling and immer

advancements, ambitious sustainability sjoalspoling are becoming more prevalent, helRichmond University Medical Center Data

and the relentless demand for data-prangsmanage the heat generated by high-densiBreach: In December 2024, bad actors

ing and storage. From the integration of séraeds (EUR-Lex, 2024). gained access to les on its computer

machine learning to the pursuit of enhanced network, impacting approximately

energy ef ciency, the landscape is rapidlyRatint developments in the EU Energy Ef cier&#4,033 individuals (TechTarget, 2024).

ing. Here are the key trends shaping dataieat¢éive (EED) introduced new sustainabilifhange Healthcare Ransomware Attack:

management this year: compliance reporting requirements for-data cein February 2024, UnitedHealth-owned

ters. The European Commission adopted a D€hange Healthcare suffered a

Al and Machine Learning Integration egated Act in March 2024, establishing a conransomware attack, causing massive

mon rating scheme for data centers. This adisruption in the U.S. healthcare system.

Al and machine learning are poised to tramsfadates data center operators report key peFhe attack prevented many pharmacies

data center operations. Al-driven tools arédogiagce indicators (KPIs) such as energy camnd hospitals from processing claims and

developed to optimize energy consumpticsyrppgion, power utilization, temperature seteceiving payments for weeks

dict equipment failures, and enhance segoirtyg, waste heat utilization, water usage, andechTarget, 2024).

These technologies will enable data centerewable energy use to a European database.

operate more ef ciently and reduce downligs®e measures aim to increase transpeigmg and Multi-Cloud Strategies

(Data Centre Magazine, 2024). and promote energy ef ciency across the indus

try (EUR-Lex, 2024). Organizations adopt hybrid and multi-cloud
One notable initiative is The Stargate Project, a strategies to enhance exibility and resilience.
joint venture by OpenAl, SoftBank, OrackEdgad€omputing Expansion This approach allows businesses to leverage
MGX. Announced in January 2025, this project the strengths of different cloud providers while

aims to invest up to $500 billion in Al infradfiticthe rise of 5G, low latency satellitemyanihining control over critical data and appli
ture in the United States by 2029. The Statfyatehigh speed communication tectwatlons. Data centers evolve to support these
Project will build ten data centers in Alglese,edge computing is gaining momeadamplex environments, offering seamless inte
Texas, and expand to more states, creatiiataveenters are increasingly built closerg@tioa and management tools (Data Center
100,000 jobs. This massive investment utadersource to reduce latency and impro@ypamics, 2022).

scores Al's perceived importance in futur®iiatace. This trend drives the development

center management (Data Centre Mag#zémaller, modular data centers that c&xamples include:

2024). quickly positioned in various locations (Uptime
Institute, 2021). * Net ix uses a multi-cloud strategy to
Sustainability and Energy Ef ciency ensure high availability and performance,

A signi cant development is the integration deveraging AWS for primary infrastructure
Sustainability remains a top priority. Fherimdisggure edge data centers within cell towerand Google Cloud for analytics and Al
try focuses on reducing its carbon foofpese micro data centers enable data procesworkloads (Data Center Dynamics, 2022).
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 Airbnb employs a hybrid cloud stratefytegration of Building Automation Finally, the integration of Building Automation
utilizing AWS for most operations whgstems with Data Center Equipment Systems with data center equipment, enabled by
maintaining some on-premises data the ASHRBRBCngtrotocol and other emerg
centers for speci ¢ needs (Data CenfEhe integration of Building Automationin§y®otocols, is improving thermal management
Dynamics, 2022). tems (BAS) with data center equipment isaoml thperational ef ciency.

» Spotify uses Google Cloud for data rise, primarily enabled by the ABARA&
processing and analytics, while also protocol. BAS allows for centralized conftudsef trends are not just shaping the future of
leveraging AWS for other services, a building's systems, such as HVAC, liglatiagenter management — they are rede ning it.
demonstrating a multi-cloud approachnd security. When integrated with dataAsdrchnology continues to advance,-data cen

(Data Center Dynamics, 2022). ter equipment, BAS can optimize energtenssaill play an increasingly vital role in support
enhance cooling ef ciency, and improve awgthk digital economy and meeting the growing
Digital Twin Technology operational performance (ASHRAE, 2022)emands of businesses and consumers alike.

Digital twins are virtual replicas of physieaASHRBECngtrotocol facilitates seamibliography

data centers that allow for real-time-mdagercommunication between BAS and data cen

ing and simulation. This technology optierizemnagement systems, improving th&BHERAE. (2022). Building Automation Systems
operations, predicts maintenance needsnaradiement. For instance, BAS can adjuahdobhta Center Equipment Integration.
improves overall ef ciency. By creating aidigitgistems based on real-time data fronRstreved frdmips:/www.ashrae.org/

twin, data center managers can test sceeria@nsuring optimal temperature and humid

and make data-driven decisions without ditgrugtels. This level of integration helps [2aiac€entre Magazine. (2024). Al and Machine
ing actual operations (Mission Critical Magaeiggy, consumption and operational costseahilang Integration in Data Centers. Retrieved

2020). maintaining the reliability and performaricembftps:/datacentremagazine.com/
data center equipment (ASHRAE, 2022).
Examples include: Data Centre Magazine. (2024). The Stargate
The Road Ahead Project: A Massive Al Infrastructure Investment.
* IBM’s digital twin technology integrates Retrieved frdmips://datacentremagazine.

with their Al and 10T platforms to proVide data center industry stands at the cusm/of
comprehensive monitoring and predistgré cant transformation. From my vantage
maintenance for data centers, reducipgint, | see a landscape rich with inno@&tnCenter Dynamics. (2022). Hybrid and

downtime and improving operational challenges and opportunity. Multi-Cloud Strategies. Retrieveuitfrorm
ef ciency (Mission Critical Magazine, www.datacenterdynamics.com/
2020). The integration of Al and machine learning is set

* Microsoft uses digital twin technologyoimevolutionize data center operations, arteldiRyMeex. (2024). EU Energy Ef ciency Directive
their Azure platform to simulate and ef ciency and reduce downtime. Sustainabdifyata Centers. Retrieveltfpsnieur-
manage data center operations, enabéinains a critical focus, with advancemeatseimopa.eu/
better resource allocation and energgooling techniques and energy-ef cient hard
management (Mission Critical Magaziuaee leading the charge. The rise of edgé/ission Critical Magazine. (2020). Digital Twin
2020). puting, fueled by high-speed communidattmology in Data Centers. Retrieved from
technologies, is pushing data centers cldggrstdwww.missioncriticalmagazine.com/
the data source, enhancing performance and
reducing latency. TechTarget. (2024). Enhanced Security
ABOUT THE AUTHOR Measures in Data Centers. Retrieved from
Security measures are becoming more sdpipisti/www.techtarget.com/
Michael is responsible for marketing strategyated to combat evolving cyber threats, ensuring
and execution to ensure that Nlyte retains itkata integrity and compliance. Hybrid andUptiitie Institute. (2021). Edge Computing
market leadership position for data centerscloud strategies are providing organizatioExpéatision in Data Centers. Retrieved from
globally. He orchestrates Nlyte’s global ~ the exibility and resilience needed to nakigate/uptimeinstitute.com/ db
market messaging, plans and executes SEG@mMplex environments. Digital twin technology
SEM, administers lead generation, conducteffers new ways to optimize operations and pre
product launches, and manages Nlyte’s sod#it maintenance needs.
media presence.

Michael has worked in the building
automation and controls industry for nearly
two decades and serves as a member of the
board of directorsBACnédnternational,
and its Marketing Committee chair.
Connect with Michael on LinkedIn:
https://www.linkedin.com/in/mrwilson

v Nlyte Software

Michael R. Wilson
Director of Marketinglyte Software
www.nlyte.com

© Wilson
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BACtology and the Future of Semantic
Interoperability in Building Automation

A Semantic Leap Forward for BACnet BACtology all@&¥sCnetbjects to be described

as structured, queryable datasets, -connect

As the industry pushes toward more inteligetiiem into knowledge graphs that support

interoperable building sys@AGneis tak machine-readable automation, advanced analyt

ing a major step with Addendum CT, alsoikepamd intelligent operations.

as BACtology. This new development de nes

BACnatontent as semantic RDF data; unfdhl Does This Matter?

ing powerful new capabilities for data exchange,

analytics, and integration with cloud afdaditionally, interoperability in building systems

platforms. Discover how BACtology posé®ofecused on protocol-level integration. But as

BACnefor the next generation of smast bsifcrt buildings evolve, there's a growing need

ing innovation. to move beyond syntax to the meaning of the
data itself. That's where semantic technologies

Big news is emerging from the wdACwét — ontologies, linked data, RDF triples — come

with the release of ASHRAE Standard 136H2024y.

Addendum CT — informally known as BACtol

ogy - for Publication Public Review. This BAgtology positBASneats a semantic-ready

tant milestone marks a new chapter in thpretacol, enhancing its ability to integrate

lution dBBACnets a foundational technology for ABOUT THE AUTHOR
smart buildings, digital twins, and Building4oASHRAE 223P
ecosystems. e SAREF Salvatore Cataldi has been with Belimo since
* HBES 2018 and leads multiple initiatives within the
BACtology: Introducing Semantic BACnete Brick Schema company on conceptualizing the Belimo
Content ¢ RealEstateCore Digital Ecosystem. Beyond Belimo, he
« DigitalBuildings assumes leadership roles in various digital
Addendum CT de nes a method for-expressProject Haystack standardization committees, advocating for
ingBACnatontent as RDF data — a major step...and many others interoperability and the adoption of
toward enabling semantic interoperability across standardized protocols to enhance building

domains and platforms. This me@&A@met This cross-domain alignment is essent automation and control systems. He

can now speak a language understood nathieling true interoperability across smi consistently showcases his dedication to

by other building systems but also by minftastructure, energy systems, and digita advancing the industry through collaborative
semantic web technologies and Al-driverirapplatforms. endeavors and innovative solutions.
cations.
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Unlocking Al-Ready Building Systems Looking ahead, we can imagine a future Whetecan you do?
building intelligence is shaped by the Seam
By representiB§Cnetata as RDF triples, aless collaboration of multiple layers — fromite®@mddendum is currently in public review as
supporting formats like RDF/XML, JSQisiligtworks and technical systems te Apadwf ASHRAE Standard 135-2024, with feed
and N-Triples, BACtology enables seamlem®dateanagement agents, energy optimoatiomvited from industry experts, innovators,
exchange with cloud platforms, digital twirenginds, and occupant-centric models. knthitakeholders. The importance of participat
semantic analytics engines. context,BACnetempowered by BACtologg in this development will resonate long after
becomes a crucial enabler: not as the déent@inpletion.
This not only simpli es data integration butralepbut as a trusted provider of semantically
ampli es the value of exi@#f@Gnetleploy structured, machine-readable data. Thwdhgther you're working in design, operations,
ments — making them more adaptable {0 eafigngnent with ontologies such as ASiHR@Etion, or product development, BACtology
ing Al applications and data-driven service83P and SAREF, BACtology BAi@mst lays the foundation for smarter, more connected,
devices to contribute rich, standardized descrimore intelligent building systems.
A Foundation for the Next Decade of tions of physical assets, functions, and opera
Smart Building Innovation tional states into uni ed data ecosystemd.éfisishape the future together — one semantic
ontological interoperability opens the dtriplaat a time. db
BACtology is not just an addendum - ¢tgss-domain reasoning, context-aware auto
paradigm shift for BACnetommunity. Itmation, and collaborative intelligence across
strengthens the protocol’s relevance in abwittldg, energy, and urban systems — ultimately
where data meaning and machine-to-macigperting the vision of buildings that can under
understanding are central to value creaticstand, adapt, and act within an integrated digi
tal environment.

V /4
BELIMO

Salvatore Cataldi
Senior Product Led&klimo
Salvatore.Cataldi@belimoasiw.belimo.com

© Cataldi
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Cybersecurity in Building Automation
Systems: Protecting your Assets

In today's digital age, cybersecurity has b

a critical concern for all industries, incl
building automation systems (BAS). A
evolve to integrate more advanced techng
the need to protect these systems from
threats becomes increasingly important
article explores the cybersecurity risks 4
ated with BAS, best practices for securing
systems, and emerging trends in the industry. © Gilbert

Understanding Cybersecurity Risks in  Approaches to Mitigate Cybersecurity Zero Trust model, which veri es every user,
BAS Risks device, and connection within the network,
is also crucial.
Building automation systems have unddgaméigate cybersecurity risks in BAS, 2t Asset Management and Visibility: Conduct
signi cant evolution over the years. Froesskatial to implement a comprehensive stiag thorough asset inventories to under-
early pneumatic systems of the 1900s tegth¢hat addresses both operational techmgtind both OT and IT environments fully is
modern BAS with Building Internet of Dignd©T) and information technology- (IT) eessential. Maintaining an accurate,
(BloT) integration, these systems have becomeats. OT is the hardware and software thatto-date inventory of all assets enables
more sophisticated and interconnected. nhtmitors and controls equipment, systems, aifiective risk assessment and prioritization
ever, this increased connectivity also expandsses. Examples include SCADA systarfisritical systems.
the threat landscape for potential cyberatRcks, and BAS DDC systems/controllerS. REgular Updates and Patch Management:
generates the data processed by IT. IT focuseglementing a strong patch management
Cybersecurity in BAS involves protectingnsgsnaging electronic data and informatiprocess ensures that all systems receive
tems, networks, and programs from diggems. It involves the use of computers, stifhely updates. For OT systems, testing
attacks. These attacks, known as cyberattacks,and networks to gather, store, procespdates and patches in a controlled
are malicious attempts to breach informaatioshare data securely and ef ciently. IT @avironment before deployment minimizes
systems to access, change, or destroy essmitial for business operations, decision-madétwork downtime and prevents operational
tive information, extort money, or disrupt moyn@aid tasks such as managing email, nancésruptions.
business processes. Notable examples ofcygbeuman resources. Examples of IT indléaeess Control and Authentication:
attacks include the Stuxnet attack on Ideskiop/laptop computers, mobile devices, @wahtrolling network access using identity
PLCs in 2011, the 2021 US water utility $efokare applications like Enterprise Resoumod access management tools and

and the 2013 Target data breach. Planning (ERP) or Customer Relatiorship Maforcing strict identity veri cation are vital.
agement (CRM). Applying the principle of least privilege and
Common types of cyberattacks include SQL implementing multi-factor authentication for

injection, phishing, man-in-the-middle attaeks,strategies for mitigating cybersecurlipth IT and OT systems enhance security.
denial-of-service attacks, DNS tunnelingriskalinclude network segmentation and iSoldata Protection: Safeguarding critical data
ware, and zero-day exploits. According tiorthasset management and visibility, regulaboth OT and IT environments is crucial.
IBM 2024 Cost of a Data Breach Repotpdhees and patch management, access conBialring OT data in protected repositories
average cost of a data breach has risen aimgghiauthentication, and data protection. segmented from corporate environments
cantly, with the industrial sector experiencirg Network Segmentation and Isolation: and open internet access, implementing
highest increase. The report highlights that theolementing strict network segmentatiomobust encryption and access controls for
longer it takes to identify and contain a breabhlps prevent lateral movement of threatssensitive IT data, are key measures.

the more costly it becomes. and contains potential damage. Adopting a
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© Gilbert © Gilbert

Best Practices for Securing BAS When connecting BAS to the internet, 8. isteroperability: Buildings are becoming
essential to avoid permanently exposing the B#®e interoperable, with data being nor

Securing BAS requires collaboration with $eevelr or thBACnehetwork. Instead, users malized, semantically tagged, and acces

ent's IT department to understand their psiicild access the BAS server through a seaibée by multiple devices and cloud-based
and network management procedures. ThéRdeaonnection. Implemd®wiGgeSecure applications. This interoperability expands
approach is network separation, where thearsectBACnéSQ provides a secure way the threat area for potential cybersecurity
network and tBACneatetwork are physicalhf communicating over the internet without theeats, making it essential to implement

or logically separated. Using Virtual LocaleAdstor VPNSs. comprehensive security measures.
Networks (VLANSs) and ensuring that the BAS 4. Compliance with Worldwide Frameworks
server has different IP addresses for-eadfmerging Trends and Technologies and Regulations: Cybersecurity is not just a
work are effective strategies. technical issue; it is also a legal and regu

The eld of cybersecurity in BAS is-continlatory matter. Compliance with frameworks
ously evolving, with new trends and technadach as the NIST Cybersecurity Framework,
gies emerging to address the growing thredSO 27001, and European Union regulations

Key trends include: is crucial for ensuring the security of BAS.
ABOUT THE AUTHOR 1. Integration with Cloud Computing afZbidlusion
Modern BAS are increasingly integrating

Ken Gilbert is a Solutions Consultant for with cloud computing and arti ciat infedli building automation systems continue to
Automated Logic. In this role, Ken works with gence (Al) to enable remote monitorireyalvd and integrate more advanced-technolo
specifying consulting engineers and ALC smart analytics. This integration enhgresshe importance of cybersecurity cannot be
factory-authorized dealers with industry the ability to detect and respond to oyleestated. By understanding the risks, imple
trends as well as “what is new”, and threats in real-time. menting comprehensive mitigation strategies,
developing project solutions including 2. Centralized Data Management: Therand fallowing best practices, organizations can
speci cations, sequences of operations, movement towards more centralizedpdatet their BAS from cyber threats and ensure
points lists, and ow diagrams. management in BAS, allowing for hb#esafety and security of their assets: Cyberse

data analysis and actionable insightscurtisis not just a technical issue; it is also a legal
Ken brings signi cant industry experience to  trend also necessitates robust cybersemdinggulatory matter that requires compliance
ALC, having served in various sales, measures to protect the centralized datéth worldwide frameworks and reguldions.
engineering, and consultative roles. Ken
graduated from the Georgia Institute of
Technology with a Bachelor of Science in
Industrial Management and completed his
MBA from the University of Georgia in 2023.
Ken is a LEED AP actively involved with
ASHRAE aBACndnternational. Ken, his
family, and two dogs reside in the Atlanta
area.

Automated
Logic
Ken Gilbert
Solutions ConsultaAutomated Logic Corporation
ken.gilbert@carrier.comvw.automatedlogic.com
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KTC Designated as Fourth “Recognized
BACnet Testing Organization”

BACneélesting Laboratories (BTL) is pleased to
announce that the Korean Testing Certi cation
(KTC) Institute has been appointed as a

Recogniz8ACnéfesting Organization (RBTO), . o Recognized

BACnet Testing

one of four such organizations worldwide.

BTL hosted a designation ceremony on Tuesday, . .
February 12th, in BACndnternational booth Y Organlzatlon
during the 2025 AHR Expo in Orlando. The
ceremony was attenddgidgyndnternational
President and Managing Director Andy McMillan,
Sung-il Ahn, President of KTC, Bong-Soo Lee,
Managing Director of the Machine Convergence
Business Division, Dae-Kyung Kang, GemRé&CneStandard is correctly implemei@dachieve BTL Certi cation, products must
Manager of the Mechanical Materialsbefode achieving BTL Certi cation,” she&tesuccessfully tested by a recognized,
Components Center, Emily Hayes, BTL Maresijgent McMillan. independent test organization and submitted
and Michael Osborne, BTL Technical Advisor. for formal certi cation. The four “recognized
BTL Certi cation provides users with con 8&eefesting Organizations” are, in addition to
“We are happy to have a new RBTO to shpfRMCnegbroducts have been independémKTC, the BTL Lab in Pune, India, MBS Gmb}
independeBACnetompliance testing. Wested in accordance with the industry-ac¢gpééeld, Germany) and TUV SUD Industrie
look forward to a bene cial partnershiptegthpackage. This helps to minimize $est&ce GmbH (Munich, Germany). @
KTC in testiBACneproducts and ensurirand risks associated with system integration.

© BACnet Testing Laboratories

BACnet International President and Managing
Director Andy McMillan presents Sung-il Ahn,

= . President of KTC, with a plaque to honor KTC'’s
‘CTC RBTO DeS|gnatlon Ceremony BAcnet@ designation as an RBTO.pPigtured from left to right:

" Dae-Kyung Kang, Center Manager of the Mechanical

Materials and Components Center, Bong-Soo Lee,
Managing Director of the Machine Convergence
Business Division, Sung-il Ahn, President of KTC,
Andy McMillan, BACnet International President and
Managing Director, Emily Hayes, BTL Manager, and
Michael Osborne, BTL Technical Advisor.
© BACnet International

12 Feb 2025 | AHR Expo, Orlando Florida, USA

BACnet

International
Mary Catherine Heard
Marketing and Communications ManBgeZnet International
marycatherine@bacnetinternationakowgy.bacnetinternational.org

© Heard
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ODOLGDWH DQG &4RQWURO "HKXPL
SDWHQWHG $LU5S5RZ OHDVXUHPHQV

BACnet is a registered trademark of ASHRAE.

ASHRAE does not endorse, approve or

WHVW SURGXFWV IRU FRPSOLDQFH ZLWK $6+5$%(
standards. Compliance of listed products to

WKH UHTXLUHPHQWYV RI $6+5%$( 6WDQGDUG LV

the responsibility of BACnet International. The

%7/ ORJR LV D UHJLVWHUHG WUDGHPDUN RI %$&QHW
International.

Accurate, Repeatable, and Long-Term Stable Performance

When managing systems that require control of supply air T—

PRLVWXUH OHYHOV (%7521 V SDWHQWHG WK (?9; lvgvesm:;ru J5RZ
and temperature measurement device, GTx116e-PC/H, is : % o i

WKH VROXWLRQ -W XVHV D PXOWLSRLQW L 665 1°53% 5%~ RZ DQG

WHPSHUDWXUH FRPELQHG ZLWK D UXJJHGL]H§ B e ek
more accurate measurements than typical single-point sensors. ‘

s | e

OHDVXUH UHODWLYH KXPLGLW\ GHZ SRLQW TR $pDX-QIOVIER B E&n KH VXSSO\
outdoor, and return airstreams. Validate and control moisture Smart Display Panel- 9LHZ FRQ4JXUH

removal and determine system Btu performance. EBTRON'’s and diagnose up to 16 measurement

*7[ H 3& + DLUSRZ PRQLWRULQJ VI\VWHP GHOHYHENVLRIGHKY WY\ IHPELRIY H
accuracy and real-time data integration through BACnet MS/TP and LOQWHUIDFH IRU UHDO-WLPH DL

BACnet IP connectivity. perature, and humidity monitoring.

You Can’t Manage What You Don't Measure.

=]
. e ‘ _®
1k p*mﬁflv
s | o= N N X% ]
] a measurable difference!
(%7521 -QF +Z\ 6 /RULV 6& 7R0O0 )UHH (%7521 YD
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Highlights from the 2025 AHR EXxpo

In Orlando, FL

BACnet International exhibited in the Building Automation Pavillion at the 2025
AHR Expo. © BACnet International

These recorded presentations can be found in
TheBACndnstitute’s Resource Library.

Session attendees gain an understanding of BACnet
Webs Services and why they matter in the technologi-
cal sphere. © BACnet International

During the second day of the BA@wet
Testing Laboratories held a designation cer
emony in thBACnetnternational booth to
appoint the Korean Testing Certi cation (KTC)
Institute as the newest RecoBACedest

ing Organization (RBTO), one of such four orga
nizations worldwiBACnenternational Rres

ident and Managing Director Andy McMillan
presented KTC President Sung-il Ahn with an

BACnetnternational had another succeBgdnetnternational hosted four educatlwrabrary plaque to mark the beginning of a ben
AHR Expo, thanks to its corporate membeamsssioins during the show. The sessions inelaidgartnership.

unteers, and supporters. This year's show dreéBACnet01: An IntroductioBALCnet
50,807 attendees from the H-VACR and builghresented by Edward Tom, Product

ing automation industries to the Orange Count§anager, Drives, Yaskawa America, Inc.
Convention Center in Orlando, Florida. ThB&AC to the Future, presented by Nate

year’s show featured 95 exhibtidgdnter
national Corporate Members representing oveniversity of Nebraska
800 BTL Listed products.

* BACneateb Services, presented by

Benes, Director, OT & Engineering at the

Coleman Brumley, Chair of the SSPC 135
TheBACnelnternational booth, located in the Committee and Principal I/O Sub-Systems

AHR Expo’s Building Automation Pavillion, wiaagineer at PassivelLogic
well attended by visitors interesteBACiet

BACneeducation from TBACnetnstitute
(TBI), and the bene BAECNeTesting Labo
ratories (BTL) testing and certi cation programs.

During the show, B&CnelnstituteBACnet

International’s online learning environment,

unveiled its newest education d®@AGRet

Cybersecurity. Registered account holders can

gain an overviewB#CneSecure Connect

and its signi cance in enhancing the security

of interoperable building automation systems.

Upon course completion, participants cagaes learn about the basics of the
0.1 Continuing Education Credit (CEU) creditasdStandard during BACnet 101.
1.0 Professional Development Hour (PDHd.BACnet International

20| Journal of Building Automation @3/25

¢ Lighting wiBACnepresented by David
Standard, membership opportunities, fre&isher, President of PolarSoft, Inc.

KTC President Sung-il Ahn (left) and BACnet
International President and Managing Director Andy
McMillan (right). © BACnet International
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Prior to the show's commenceBw®@net TheBACnetr Trailblazer is presented to an
International hosted its annual leadershipdiidual who has been innovative in further
ner and awards ceremony to recognizéngdhe evolvement and market adoption of the
eral members of tBACnetommunity forBACneStandard. This year's award was pre
their efforts and volunteerism in promotisgrttesl to Coleman Brumley, Principal 1/0 Sub-
BACneprotocol worldwide. Several indi@gistems Engineer at Passive Logic and Chair of
als were honoredBACnelnternational andhe SSPC 135 Committee. Coleman has been
BACnéTesting Laboratories. instrumental in strengthening the partnership
between the BTL-WG and the SSPC-135 Com
Patrice Hell, Quality System Software-TestiEegi
neer for Sauter, was presented with the BTL Pil
lar Award for providing BTL with a B-AWS for Coleman Brumley is congratulated by President
BACTOR candidates and contributing multiple McMillan for receiving the BACneteer Trailblazer
work items for Test Package 26.0. Award. © Nelson Photography

“BACnenternational is proud to recognize the
talented and dedicated individuals who have
contributed to tBACnetommunity through
their service and expertise,” stated President
McMillan. “THRACneStandard and its adop

tion would not be where it is today without the
efforts of many individuals, including those we
recognize this evening.”

Kent Gorrie received the BACneteer Service Award.
© Nelson Photography

Steven Bushby receives a standing ovation as the

TheBACndtifetime Achievement Award is%ﬁinet Lifetime Achievement Award recipient.
t

. . . . . elson Photograph
Patrice Hell received the BTL Pillar Award.  sented to an individual who has dedicated their drapiy

© Nelson Photography career to promoting and advancing the addbd@meinternational looks forward to the AHR
of theBACnébtandard. This year's award &&go next year, February 2nd — 4th in Las Vegas.

TheBACnhetr Service Award is presentegivien to Steven Bushby, Group Leader, Mechan

an individual who has gone above and liesloBgstems and Controls at the National Insti

in service BACnelnternational’s goals ahae of Standards and Technology. Steven was

initiatives. This year's award was given torni€esftthe rst advocates @& A@engirotocol

Gorrie, Website Operations Manager at Reliftisleredited with developing and leading early

Controls. Through his expertise in web d8#&@petesting efforts. He has also served as

ment, Kent has been integral in designingtmea@hair for the SSPC 135 Committee.

taining, and improving the BTL Listing of Tested

Products and providing invaluable technical sup

port in the association’s projects.

BACnet

International
Mary Catherine Heard
Marketing and Communications ManBgeZnet International
marycatherine@bacnetinternationakowgy.bacnetinternational.org

© Heard
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Energy Valve Reporting Capabllities Improve
Transparency for Accurate Tenant Billing

Belimo’s Energy Valve has been instrumental in
helping the Arboleda complex achieve both energy
ef ciency and accurate tenant billing.

© Arboleda © Arboleda

Arboleda Complex Reduces Energy  tenants across the property. This systenfieatitres of the Belimo Energy Valve is its ability
Usage with Belimo Energy Valve a substantial capacity of 6,500 tons, playsnaintain and dynamically manage the Delta T
critical role in maintaining comfort throutifeodifference between supply and return water
Arboleda, a multi-use development locatieel uildings. It employs 1,500 Belimo BEesmggratures — which is key to optimizing the
San Pedro Garza Garcia, Mexico, repiéalesisto manage chilled water and an adelfitmeaty of the cooling system. At Arboleda,
a forward-thinking approach to sustaib@bléor heating within the apartment unitsh&hbelta T values achieved by the Energy
and ef cient building management. Devedopegly-ef cient management of these sy$talnes range between 10°F and 16°F, ensuring
by CREO, this property includes retail shapmp priority for Arboleda, and the Bhatdghe system operates at peak ef ciency. By
a signature hotel, restaurants, apartméalt® has proven to be the ideal solution.optimizing Delta T, the valves reduce energy
and of ce buildings. Central to the success of waste and ensure that the chilled water system
Arboleda is the integration of the Belimo BlergyQuiroga Gamboa, PhD, of contnslsis designed, minimizing unnecessary strain
Valve, which has been instrumental in hedpingctor DOT DCD discussed the integratt@nsystem and lowering energy costs.
the complex achieve both energy ef cienof d@nel Belimo Energy Valve into their energy
accurate tenant billing — two critical goals &rdiemcy strategy. “Our sequences withWhkenow have 60% more occupants than when
long-term management of the property. Energy Valve are con gured by GPM, ma& biarted, but we are paying less in power
ow pressure, and this automation prouwess Alan shared, emphasizing the impact of

Type of building saves between 40 and 65% of pump eneltipe fenergy Valve's integration. By maintaining
Mixed Use building,” he explained. Traditionally, budgingsl Delta T values and improving the overall
Project require multiple pumps to maintain adesysiean performance, the Energy Valve has
New Construction/Retro t water pressure for cooling. Alan added, &8owgcontributed to Arboleda’s sustainability

Sector with this sequence, we started using jushitatives. Most of the buildings in the complex
Commercial/Residential pump achieving the same comfort fohawwe achieved LEED Gold certi cation, a

Products whole building.” Each pump is typically adstgment to the high ef ciency of the systems

Energy Valve consumption unit of around 60 horsepiovpdgce.

making this reduction in pump usage a key
Project Overview and Motivation driver of energy savings. While most buildings at Arboleda were equipped

with Belimo Energy Valves from the start,
At the core of Arboleda is the district cBolinghe operational savings extend begomgktitor valves used in some areas were later
system, which provides chilled waterediecced pump energy. One of the csitweglped out because they failed to deliver the
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From left: Javier Machuca, Sales Director at SENSA, mechanical contractor; F
The Belimo Energy Valve is an IoT cloud connected pressure indeper@esdziekicArboleda Property Manager for Residential and Commercial at CRE
that monitors coil performance and energy consumption while maintaiAlag Reitwda Gamboa, PhD, CFO of controls contractor DOT DCD.
© Arboleda © Arboleda

correct reporting data needed for proper RdotrGrodzicki, property manager for Arbgkdda’sas signi cantly improved the performance
billing. In contrast, the Energy Valve pregithtial and commercial divisions at GRE®district cooling system. Where competitor
accurate and comprehensive reporting hegtitighted the importance of clear repadings failed to provide the necessary accuracy
with improved control over chilled watefOawcustomers and tenants really appracthtentrol, the Belimo Energy Valve has excelled
and energy consumption. This transitioBneagy Valve's reporting capabilities amedtiwing energy consumption, improving tenant
greatly enhanced both system performanesibititly it offers. End users have accessatsédiction, and helping the complex meet its
tenant satisfaction. “The consumption re#fitngsalytics they need to review their shitfiedhability goals. &>
weren’'t accurate,” which led to widespvatet consumption and ensure that they are
tenant complaints, Alan recounted. “We dbeidgdilled correctly,” he said.
to take off all the old valves and replace them
with Energy Valves. Now it’s clear that evisyitieeArboleda project progresses, the success
is paying for what they're actually usingdfTtiie Energy Valve installation continues to
shift not only improved billing accuracy boteds® opportunities for expansion. The complex
fostered greater trust among tenants. is currently operating seven of the twelve
buildings outlined in its master plan, with 500
DOT DCD's proprietary app has been instraduititalal Energy Valves set to be installed
in delivering the real-time feedback providedtbg remaining buildings come online. This
the Energy Valve through an intuitive dastmaels that as Arboleda grows, the Energy
where building owners and tenants can\é&siywill continue to provide the transparency
access analytics and verify their billingantihef ciency needed to manage the cooling
app utilizes the EV’s ability to measure systgy effectively, accurately bill tenants, and
usage down to the gallon, allowing Arbk@epdhe system running at peak performance.
to bill tenants accurately based on their actual
consumption. This transparency has notfhenBelimo Energy Valve has been a cornerstone
minimized billing disputes but also empavidiesl Arboleda’s success in achieving energy
tenants to monitor and manage theirebaiency and transparency in tenant billin TS
consumption .more effectively, resulting By-fan(.)v}dmg gccurate, real-time data af rketing@us.belimo.com
fewer complaints. maintaining optimal Delta T values, the Engrg¥ belimo.com
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Achieving Demand Control Ventilation Based
on Occupancy

© La Fourche Gazette

Ef cient ventilation is a key challenge for
schools, requiring a balance between-maintain
ing indoor air quality (IAQ) and optimizing energy
ef ciency. At South Lafourche High School and
Thibodaux Middle School in Louisiana, uctu
ating occupancy levels — particularly-in class
rooms and gymnasiums — highlighted the need
for a more innovative approach to ventilation.
Tasked with enhancing the HVAC systems at
these schools, Castagnos Goodwin Utley (CGU)
Engineers implemented a cutting-edge solution
to ensure both energy savings and compliance
with ASHRAE standards.

Background on the Schools © Houma Times

South Lafourche High School, located iidlgduring events or physical education clagsssnsor lag in response, or sequences that
liano, Louisiana, serves students frompesed a unique challenge for maintaining ¢wapetr consider the ventilation rates. The result
eral coastal communities. Established inl2€p&ithout incurring high energy costs. can be over-ventilation, wasting energy, inef
the school accommodates over 1,100 students cient ventilation, impacting air quality, and not
in grades 9-12. After a two-story additidhdrVentilation Challenge complying with the codes.
2000 and a renovation of the outdoor aif han
dling units in 2016, the district sought to eRsyper ventilation is crucial in schools to probest Utley of CGU Engineers recognized the
the building’s ventilation system could me#tenegalth of students and staff and ensurdimitations of Eased systems, particularly in
demands — especially with many rooms r@aaircomfort. Proper pressurization is alstycamic spaces like gymnasiums. Additionally,
ing empty most days — without wasting er@agyespecially in humid climates, to ensammpiiance with ASHRAE Standard 62.1, which
biological growth or moisture damage. Heseévearentilation requirements based on actual
Thibodaux Middle School serves grades tBaditional GOCV often falls short in largeeupancy, required a more precise approach.
nearby Thibodaux, Louisiana. Spaces sucluras spaces and spaces where occupancy
the gymnasium, where occupancy can shdhaages quickly. This is due to sampling errors,
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© Robert Utley, CGU Engineers

© EBTRON, Inc.

There were several key questions raised:allowed ventilation rates to be dynanticaldyly impactful in areas like gymnasiums,
adjusted in real-time, ensuring optimal IAQvkdriée occupancy levels uctuate dramatically,

* How can ventilation systems adapt teninimizing energy consumption. enabling us to maintain comfort and air quality
real-time changes in occupancy? without unnecessary energy costs.”

* Can air ow be dynamically managed toe Occupancy Counters: Installed at
reduce energy consumption while entrances to classrooms and gyms, tkegeResults

ensuring compliance with IAQ standardsevices provided real-time data on tHgouth Lafourche High School
number of occupants in each space.

Introduction to EBTRON * Air ow Measurement Stations: These ¢ Installed 54 occupancy counters across
stations allow precise control over classrooms and shared spaces.
Paul Trammel, Sales Engineer at Product Engeéntilation rates and limit the minimum ¢ Adjusted ventilation rates dynamically,
neering, introduced Robert Utley to EBTROIdisd maximum ventilation required for IAQensuring no under- or over-ventilation
advanced air ow measurement solutiens. Re@and energy ef ciency. while reducing energy waste.
ognizing their potential, Paul invited Robert to ¢ Conducted annual system accuracy
EBTRON'’s Bring-A-Guest (BAG) evenin gyisnasiums, where occupancy could shithecks to maintain performance.
event provided Robert with hands-on tedtorital handful of individuals to hundreds dur
demonstrations and in-depth knowledgeiadpauents, this system was particularly Effiodaux Middle School
innovative solutions for real-time air ew twan By integrating the solution with the Duild
agement. The event also facilitated collabaigomomation system (BAS), the HVAC systémtalled eight occupancy counters in key
with HVAC professionals, including engméematically adjusts ventilation and-temperareas, including the gymnasium.

architects, and contractors, helping Rabetiased on occupancy. * The gym now adjusts ventilation based on

develop the best strategy for the schools’ unique real-time occupancy, ef ciently

challenges. “The integration of EBTRON'’s occupancy cowaccommodating uctuations from a few
ters and air ow measurement devices allowestudents to the entire school population.

Implementing a Dynamic Air ow us to create a system that dynamically adjustsdditional energy savings were achieved

Solution ventilation based on real-time occupancy,” sattirough a Variable Refrigerant Flow (VRF)

Robert Utley, Principal at Castagnos Goodveystem.
CGU Engineers implemented a strategy ddtielyirEngineers. “This approach ensured com

ing occupancy counters and air ow megdiaece with ASHRAE standards while signi

ment devices at both schools. This apmaattyreducing energy consumption. k was par
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Thermal Imaging Occupancy Counter. High Sensor Density Multipoint Air ow and Temperature Measurement
© EBTRON Monitoring Device. © EBTRON

The Bene ts of Real-Time Ventilation Broader Applications

Utilizing occupancy counters in South Lafbhictoase illustrates the use of counting peo
and Thibodaux schools demonstrated-thephlapgior demand control ventilation and climate
tance of integrating real-time data intoceetrol. However, these counters could also be
tilation strategies. Relying efDC® with used for traf ¢ counting in restrooms and dining
out real-time measurement of air ow or aaress, especially within the education, restau
ventilation rate leads to potential IAQ prodigsisind nursing home central areas for people
or wasting energy in spaces with unprealisiting and cleaning optimization. In addition to
able occupancy. Combining occupancy ceontiradiing proper ventilation, real-time data can
with precise air ow measurement ensuredéatked to schedule cleaning staff ef ciently,
schools could: thereby minimizing labor costs while maintain
ing high standards. &
* Provide adequate ventilation for health
and comfort
 Avoid the cost of over-conditioning
outside air
¢ Maintain compliance with IAQ standards

By tailoring ventilation to actual occupancy
in real-time, buildings can achieve signi cant

energy savings without compromising air qual

ity or occupant comfort. Air ow measurement

devices and occupancy counters helped both
schools become more sustainable by ensuring
the health of students and staff and validating
compliance with ASHRAE standards.

EBTRON
marketing@ebtron.com
www.ebtron.com
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University Custom Demand-Response

The Grand Canyon University campus in Phoenix, Arizona. © Grand Canyon University

BACnet compatibility and system ter's-level students, and over 5,400 doctoralThe Ecobee SmartBuildings Portal was part
exibility facilitated application level students. of the campus environment and operational
integration procedures, but its capabilities needed to be

To support this vigorous growth, the universigxpanded.

Partner Grand Canyon University, 3300 Whvested over 1.7 billion dollars in full{ime facCampus buildings were instrumented with
Camelback Rd, Phoenix, AZ 85017 ulty, improved technology infrastructure, neBAS control technology from different
TechnologyTridium N4, BACndEcobee  facilities, and programmatic expansion in areasanufacturers. The campus-level solution
Integration, GCU Developed Demand-Responses engineering, computer science, and Ifiust accommodate the unique needs of
application, Ecobee thermostats, DistechThe university has been able to self-fund thesach building environment.

controllers, Carrier controllers, Mitsubishiinvestments with only nominal increasese ifhey needed a uni ed user interface and

controllers tuition for non-traditional students, all while naampus control logic. Integration into the
CustomerGCU self-supported integration imegeasing campus tuition in 15 years.-This coexisting Tridium BAS was mandatory.
development tinuous growth is expanding the need for praddne of the main driving factors was the
Project Size250 Ecobee thermostats active facility management services, a mowveeed to implement a customized demand-
towards embracing smart building technologiesesponse algorithm re ecting the greatly
About the Customer and associated energy management initiativeszaried uses of GCU buildings and the

temperature extremes in the Phoenix region.

Grand Canyon College was chartered onQ@uspasher Requirements

1, 1949, with 16 faculty and approximately T0U Overall Solution

students in Prescott, Arizona. In 195%, th@ @bl previously invested in installing Ecobee

lege relocated to a 90-acre tract in West Rfilgiethermostats in many of their comn@&@lihlcommitted to using Ecobee WiFi thermo

nix. In May 1984, college trustees voted tanpredministrative buildings. As a resulstétgya long time ago. They were also making

pare for a transition to university status fexpgleenced greatly improved energy ef sidratgntial use of the Ecobee SmartBuildings

school’'s 40th Anniversary. and end-user acceptance of the technologyrfdle The university was looking to expand on
installed base of Ecobee thermostats of ais@asly success by using thermostats designed

The university grew its campus studentmmathyfs is currently at 250. for the light commercial marketplace in this large

from fewer than 1,000 students in 2009 to over university campus. They now wanted to go to the

25,300 campus students in 2022. GCU’s nenThe Ecobee thermostats were acceptedt level.

traditional student body increased from approky the end users for their aesthetics and

imately 22,000 students at the start of 2009 tdunctionality. ¢ GCU wanted a uni ed BAS user interface
over 86,000 online and evening cohort studeni&he Ecobee thermostats provided and system level control environment

in Fall 2022. In Fall 2023, GCU had over 77,00£ffective control of the mechanical based on Tridium for their Ecobee,
bachelor's-level students, over 35,700 masequipment they were connected to. Distech, Mitsubishi, and Carrier systems.
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Ecobee thermostat and sensors displayed in the RTU.
© Grand Canyon University

GCU's custom demand response application, global view.

© Grand Canyon University

* GCU wanted to implement a customized demand-response

algorithm that re ects the uniqueness of the GCU campus, existir
infrastructure, and the varied usage of campus buildings.

e GCU was looking for technology to help them achieve these

expanded needs.

When S4 Integration Solutions (S41S) approached GCU about bein
Beta test site for ouB8&ndEcobee Integration, it was a perfect oppor
tunity to address the above needs with minimal risk and minimal disru
to current operations.

GCU Developed Demand-Response Application

GCU Energy Management / Controls Of ce developed their uni
demand-response application within the Tridium environraent. It inclt
the following features, many of which go beyond what comimercially a
able demand-response applications could offer.

The application’s graphical user interface is standardized. The
details unique to each building’s infrastructure are handled by
application logic.

The application is integrated into the Tridium BAS calendaring
system. Demand-response events can be scheduled in advance
the actual event.

Depending on the severity of the event, actions can be schedule
on a global campus level or for individual buildings.

Minor events result in a setback being applied to each area.
Major events have the exibility to completely shut down mechanic
systems.

When events are anticipated to be longer lasting, the algorithms
implement pre-heating or pre-cooling to minimize the impact on
occupant comfort.

The SBACndEcobee Integration enabled the demand-response
application to control spaces with Ecobee thermostats as if they
were opeBACneechnology.

Beta Test Site Selection

GCU provided a unique and almost perfect environment for a Beta tes

A large installed base of Ecobee WiFi Thermostats

An academic environment supportive of experimentation and
learning

The ability to start out simply and expand the integration as

con dence improved

In-house technical skills and exibility to work closely with S4IS
during the Beta test

A clear intention of making the Beta test successful and moving 1
a production environment

The Integration Process

The integration process was very intuitive. S4IS deli\BA&théie S4
Ecobee Integration product hosted on an industrial PC. Installation

Another look at GCU's custom demand response application, buildingSA8WP Were orchestrated by the S4IS Setup Wizard. The wizard requ

© Grand Canyon University
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the Ecobee SmartBuildings credentials for GCU, and presented the d
properties for the system, TCP/IP, EcoB&& raitel with the abil
ity to customize those properties to meet the project requirements. W



the wizard completed, each building and thermostat in the GCU Ecobee
SmartBuildings service was published &AL néRl device. Bring

ing these devices into Tridium was straightforward using standard device
discovery capabilities.\

Success

All 250 Ecobee thermostats are now integrated into the GCU Tridium BAS

environment which provides uniform acd@A€tuaidivices on cam B AC I 2 ‘
pus. The custom demand-response algorithm has been developed in n et nte rn atl O n (

ium and is being rolled out to all buildings on campus incrementally.

The overall value received from the S4IS solution included a reduction in
operations and training costs due to having a uni ed interface and proce

will exhibit in

dures. The custom demand-response algorithm provides maximum cosBooth 540 Ce ntral Ha”

savings when the utility requests demand reduction actions while minimiz
ing the impact to student and administration comfort.

During the Beta test process, we discovered that Tridium applications liked
to work with tBACnhatriority array in a unique way. S41S adjusted our
product to accommodate this unique situation.

About Grand Canyon University Facility Operations

James Kossler, Vice President Facilities Planning & Orgamigation, overse
campus development, facility management and construction, environmen
tal health and safety, transportation and emergency management. The
Energy Management/Controls of ce within Facilities Planning and Orga
nization is responsible for deployment and support of allétyAC techno
associated controls, and value-added applications. For more information,
contact Eddie Gazzaniga, Of ce Phone (602) 639-8339, email edmund.
gazzaniga@gcu.edu

About S4 Integration Solutions

S4 Integration Solutions provides the enabling gateway technology to
upgrade and/or transition legacy or proprietary building automation sys
tems in commercial buildings (including multifamily housing and multiten
ant facilities) BACnétased smart building technologies, including the
introduction of 3rd party value-added applications like demand-response
analytics, energy management, and fault detection and diagnostics (FDD)
to meet customer requirements.

To discuss your integration project with S4 Integration Solutions, contact
Steve at sejones@s4integrationsolutions.com or call (801621-1970.

S4 Integration Solutions
sejones@s4integrationsolutions.com
www.sdintegrationsolutions.com

www.ahrexpo.com
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New Cybersecurity Course now available on
The BACnet Institute (TBI)

© BlackJack3D, Getty Images Signature via canva.com

The BACnetInstitute (TBI) is pleased T®BI is an online learning environment that
announce thBACneCybersecurity has besarves as a central source for globally relevant
added as its newest course optBACGoet information and education related to Building
learners. Th8ACnetCybersecurity courssutomation System implementation. It offers
provides an overvieBAEEnebSecure Conneca wide breadth of FREE resources in different
(BACnésQ, focusing on its signi cance languages and levels of expertise for key
enhancing the security of interoperable bpilofiegsionals within the buildings industry. These
automation systems. Participants will gags@urces not only cover the basiAOnhet
understanding of BBACNEBCdiffers from base system, but topics such as interoperability,
existing security measures, its technical asigeites, specifying, networking, and security.
and its interaction with dBfeCnetlevices. While registration to TBI is required, it is free for
This course also addresses the cybersatiuritgrs. &
challenges and future strategies for improving

BACnetsecurity. This course also places

BACné&BCin the context of the larger builéiog more information onBR@nelnstitute,
automation cybersecurity landscape. visit https://thebacnetinstitute.org/
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SSPC 135 Committee Updates

™

ASHRAE

Coleman Brumley, Chair of ASHRAE SSPC 135
(BACnet Committee).

What's new in BACnet 135-2024? In addition, the following addenda are avaithldelvanced applications like digital twins and
for public review. Stakeholders can accemsalliics engines.
Staying true to the 4-year publication cyclereMiS\l/ materials on the ASHRAE Standards

ASHRAE 135-2024 (ak®#@nettandard) Addenda site. Addendum 135-2024cu

was published at the end of 2024 and is now

available for purchase from ASHRAE. Thedtighrdum 135-2024ct This addendum marks a advanceBsebnét

2024 content spans several addenda to ANST/ technology with the introduction of a new device

ASHRAE 135-2020 as well as various indlddeddum 135-2024ct introducdAiBaet class: thBACneDirectory Server. Additionally,
errata. Speci cally, 135-2024 includesRé&gource Description Framework (RDtF)establishes standardized mechanisms for
addenda to 135-2020 and changes the prstacdardized approach to struddiDget querying these servers to identify devices and
revision to 30. The addenda covers sevecahkayt for seamless exchange with Sepigatits available @A&Lnet network. @&
concepts, includB§CnésC AuthenticationSystems. Known as “BACtology”, this framework

and Authorization, Color and Lighting, Neitradtlices the ability to striBAGaetontent

Port Object Improvements, Device Proxyiimgcansistent formats like RDF triples, whichrigre information oB&@neCommittee

an Energy Services Interface. enabling technology that supports integratid®tandard, visit www.bacnet.org.

Journal of Building Automation @%/25 31



Departments

New to the BACnet International Communi

Member of

BACnhnet

International Silver to Gold Member

BACnetnternational is the global organization that encourages
the successful application &ACnetthrough interoperability
testing, educational programs and promotional activitiesSamsung SDS
BACnetnternational complements the work of otB&Cnet
related groups whose charters limit their commercial activitiesSamsung SDS offers cloud based digital transformation service wit
distinguished cloud technology and rich experience in various indus
tries. We are recognized by global consultants such as Gartner, IDC a
Frost & Sullivan in their lists of Managed Cloud Services, Cloud Secur
BACnetnternational Corporate membership includes a who'sand Al Industry as cloud service specialized company supporting dig
who list of top tier companies and industry professionalstal innovation of clients.
involved in the design, manufacture, installation, commissioning
and maintenance of control and other equipment that us@3530 Daewangpangyo-ro 606beon-gil 10
BACnefor communication. Bundang-gu
Seongnam-si, Gyeonggi-do
South Korea
www.samsungsds.com

Learn more about membership
opportunities witlBBACnetnternational.
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New Silver Members;

LS Electric Socomec

LS ELECTRIC offers various automation solutions from unit devmasded in 1922, Socomec is an industrial group with a workforce «
to process control in order to effectively operate in industrial envidgA00 people. Our core business — the availability, comtietyand s

ments. As an experienced leader in the railway systems; their tefHow voltage electrical networks with increased focus en our cus
nological prowess is recognized in the global market. Smart. Pdammers’ power performance. In 2023, SOCOMEC achieved a turno

Solution. of $906 million.

625 Heathrow Dr. 1 rue Westhouse

Lincolnshire, IL 60069 Benfeld, 67230

USA France

www.Is-electric.com www.socomec.com
Techcon

21F-23F, Tower A
Tsinghua Tongfang Hi-tech Plaza No. 1

Hong Kong Productivity Council 100083, Beijing
China

The Hong Kong Productivity Council (HKPC) is a multi-disciphmamy.technovator.cn

organization established by statute in 1967 to promote- productiv

ity excellence through the relentless drive for world-class advanced

technologies and innovative service offerings to support Hong Kong

enterprises. As a nationwide leader in innovative, market-driven

research and development (R&D) internationally, specializing in lead

ing technologies and all-rounded manufacturing services; HKPC pro

motes new industrialization in Hong Kong and the Greater Bay Area

and facilitates the development of new productive forces, leveraging

innovation and technology (I&T), as well as bolstering Hong Kong to

be an international innovation and technology center and a smatrt city.

HKPC Building

78 Tat Chee Avenue
Kowloon

Hong Kong
www.hkpc.org
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Expand your BACnet Knowledge

Courses eResour ces ¢ Community

TheBACnetnstitute (TBI) continues to gtoteractive Courses Fit into Your A Community Forum to Get Your BACnet
There are now over 13,000 registered &&nedule, and Offer FREE CEUs & PDRslestions Answered

and articles and presentations are continually

being added to the Resources section, providirgare three interactive courses avaiteBdCne€Community Forum is an interactive
many materials to help you and your colleegd@d, and, as an IACET Accredited Pemwilenment that offers knowledge-sharing
stay connected and engaged. A better-inflBAmatttinternational offers FREE Contianohgrovides an opportunity for users to submit
community brings positive change, so t&kkication Units (CEUS) upon completion BA€adkelated questions to be answered by a
moment to expand your knowldBl§€mdas course. Professional Development Hours g@i#Hej experts inBA&nendustry.

well as encourage others! are also available upon completion. The three

courses are: Participants in the forum can submit new
Multi-Level and Multi-Lingual Materials « BACneBasics - a comprehensive coudisussions, reply to discussions, and receive
in Resources that covers all the basiB&\@neDon’t updates of peer posts through email subscriptions.

know anything alBACnhadr need a  Answers to submitted questions are posted in
With over 215 articles and presentations focusedfresher? This is an excellent courséh forum, which can then be searched by all
primarily oBACnetthe TBI library offers a take. registered users.
variety of topics, in different languages and he Facility Manager’'s Guide to Building
expert levels. Among the top articles accessedutomation Systems. You don’t needPtst discussions submitted through the Cornell
are “An Introduction BACngt “Deploying be a facility manager to take this couthayersitBACndt email list server are also
and MaintainifBACneiSystems in Today’s in fact, this course is incredibly beneioiellided.
Networks,” “LED Lighting — An Automatiorto anyone who works in the building
Armageddon,” “Cybersecuritp AGneBAS automation industry. Visit TBI!
Webinar,” and many more. Also, check out ¢hBACndDevice Pro les — introduces
bi-lingual “Device Prole Families Facilitatdearners to the varBACnatevice TBI is a central and global soufd&CGoet
Planning” article by Bernhard Isler. Check bagko les and explains the role of each kmowledge and education. To access the
often, since articles will continue to be added. the building automation. It also showwithe array of resources and information, visit
learner how various pro les can be thebacnetinstitute.org to sign up or logan.
combined in a single device and explains
the rules behind the combinations.
* NEWBACnheTybersecurity - provides an
overview BACneBecure Connect
(BACné8Q, focusing on its signi cance
in enhancing the security of interoperable
building automation systems.
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BACnet Testing Laboratories (BTL)
Test Package Update

BTL Testing and BTL Test Package BTL Test Package 26.0 includes testing up through

Information BACneProtocol Revision 26. The BTL Working

Group has established a transition period for BTL

A BTL Certi cation indicates that the prodlest®ackage 26.0, so that testers can update tools

BACneStack has successfully passed rigosamgsin BTL Testing. During the transition period,

industry-standard testing and demonstrate®rntlats with products claiming Protocol_Revision

the device correctly implements aBACthet 23 or less may test with either Test Package 26.0

functionality it contains as governed by ASHRAE BTL Test Package 23.3-v2. Products

standard 135. The BTL Listing, the BTL Cectagaieg Protocol_Revision 24 or greater must test

of Conformance, and the right to use the BMith&KL Test Package 26.0. The Transition Period

are the three elements that indicate a produdll lessl April 30, 2025. All product entering BTL

passed the testing and achieved BTL Certi Basitimy as of May 1, 2025, must test with BTL Test
Package 26.0.

The BTL Working Group de nes the BTL Test Plan

and governs the testing. The BTL Test Pabkagkanges in &CneStandard (ASHRAE

and BTL Testing Policies are published on #3&BTtheBACnefTesting Standard (ASHRAE

website: btl.org/testing-documentation. 135.1) and the new BTL Test Package 26.0 are
the normal progression and enhancement of these

BTL Test Package 26.0 two organizations collaborating to improve the

documentation and testing proceB4CGoet

The current BTL Test Package is 26.0. Thisvielsp organizations and RecddiZadt

package includes testing up through Prbéstioy Organizations.

Revision 26 of tBACnetstandard (ANSI/

ASHRAE 135-2020 plus addenda: cd) Minimum Protocol Revision for Testing

BTL Testing Policies requires that the minimum
Protocol_Revision for BTL Testing increase
over time. The minimum Protocol Revision is
determined each January 1st and is the highest
Protocol_Revision which has been available in
the BTL Test Plan for at least 4 years. Protocol_
ABOUT THE AUTHOR Revision 18 becomes the minimum Protocol_
Revision for BTL Testing as of January 1, 2025.
Emily Hayes began workBAGnet
International in 2014 as BTL-Coordinator, Products at an RBTO either waiting for testing or
coordinating BTL Testing at the BTL Lab. Irin the process of testing as of January 1, 2025,
2017, Emily took over leadership of the BTimust have a minimum Protocol_Revision of 16 (the
Working Group as chair. Additionally, she leclrrent minimum PR). All products entering testing
the transition from the BTL Listing ProgramJanuary 1, 2025, or later must have a minimum Scan for BTL Test Documentation
the BTL Certi cation Program. She becameProtocol_Revision of 18 or higher. &
BTL Manager in January 2019.

Emily maintains professional membership in
the Project Management Institute (PMI), North
Carolina Chapter of PMI (NCPMI), and Institute
of Electrical and Electronics Engineers IEEE.

Emily has a BEE from Auburn University and : Eterg tl.‘ o?;;tn
) ) Emily Hayes
an MSEE from Duke University. She has BTL Manager, Certi cations and Listings Manager and
maintained a Project Management-Profes § BTL Working Group GiBCnenternational
sional (PMP) Certi cation since 2010. £ btl-manager@bacnetinternationgliongy.bacnetinternational.org
©
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New BTL-Listed Products, October 1, 2024 - March 31, 2025

Badger Meter

Belimo

EnOcean

Honeywell

IMI Hydronic Engineering

Dynasonics TFX-500w Flow Meter (BTL-31267)

6-Way-EPIV (BTL-31295)

SmartServer-10T (BTL-31306)

Honeywell TC300 Thermostats (BTL-31296)

Honeywell TR100 Wall Module (BTL-31300)

TA-Smart | TA-Smart-Dp | TA-Smart Fail-Safe (31308

Dynasonics TFX-500w Flow Meter (DW-)

EPO015R6+BAC,
EPO015R6+BAC-HH1,
EPO015R6+BAC-HH2,
EP015R6+BAC-HHM,
EP015R6+BAC-BNL,
EPO020R6+BAC,
EP020R6+BAC-HH1,
EP020R6+BAC-HH2,
EP020R6+BAC-HHM,
EPO025R6+BAC,
EP025R6+BAC-HH1,
EP025R6+BAC-HH2,
EP025R6+BAC-HHM,
EPO015R6V+BAC,
EPO020R6V+BAC,
EP025R6V+BAC

EPO50P6+LRX-E,
EPO50P6+LRTX-E HH1,
EPO50P6+LRTX-E HH2,
EPO75P6+LRX-E,
EPO75P6+LRTX-E HH1,
EPO75P6+LRTX-E HH2,
EP100P6+NRX-E,
EP100P6+NRTX-E HH1,
EP100P6+NRTX-E HH2

72201R-240,
72201R-248,
72220-A,
72220-P

TC300B-G,
TC300C-G,
TC320B-G,
TC320C-G,
TC320C-N

TR100-T-G,
TR100-TH-G,
TR100-THC-G

) 322231-00015, 322231-00020, 322231-00025, 322231-
00032, 322231-00040, 322231-00050, 322231-00115,
322231-00120, 322231-00125, 322231-00132, 322231-
00140, 322231-00150,

322231-01265, 322231-01280, 322231-01290, 322231-
01291, 322231-01292, 322231-01365, 322231-01380,
322231-01390, 322231-01391, 322231-01392, 322231-
01465, 322231-01480, 322231-01490, 322231-01491,
322231-01492

322232-00015, 322232-00020, 322232-00025, 322232-
00032, 322232-00040, 322232-00050

322232-01265, 322232-01280, 322232-01290, 322232-
01291, 322232-01292, 322232-01365, 322232-01380,
322232-01390, 322232-01391, 322232-01392

322233-00015, 322233-00020, 322233-00025, 322233-
00032, 322233-00040, 322233-00050, 322233-00115,
322233-00120, 322233-00125, 322233-00132, 322233-
00140, 322233-00150,

322233-01265, 322233-01280, 322233-01290, 322233-
01291, 322233-01292, 322233-01365, 322233-01380,
322233-01390, 322233-01391, 322233-01392, 322233-
01465, 322233-01480, 322233-01490, 322233-01491,
322233-01492
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iSMA CONTROLLI S.p.A.

Mircom Engineering

Quantum Automation

Reliable Controls

Rockwell Automation

Scheider Electric

nano EDGE ENGINE series (31312)

OpenBAS NX Series (BTL-31256) "

QA-iCON64-B-RTR/B-SCHUB (BTL-31293)

RC-FLEXai®NBTL-31314)

FieldBus Communication Option Device (BTL-31282)

Spacelogic Living Space Room Unit (BTL-31305)
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RAC18-IP, VAV14-1P

OpenBAS-HV-NX10P,
OpenBAS-HV-NX10L,
OpenBAS-HV-NX10D,
OpenBAS-HV-NXSF,
OpenBAS-HV-NXHALF,
OpenBAS-HV-NXCORE,
OpenBAS-HV-NX4AO,
OpenBAS-HV-LEARN,
OpenBAS-HV-NXVAVAP,
OpenBAS-HV-NXVAVA,
OpenBAS-HV-NXVAVP,
OpenBAS-HV-NXVAVX,
OpenBAS-LC-NX12R,
OpenBAS-NWK-NXSMS

Application Software Version: 1.0
Firmware Revision: 1.08.00

RCFA-M-12-F,
RCFA-M-12-A-F,
RCFA-M-33-A,
RCFA-M-33-A-F,
RCFA-M-34-A,
RCFA-M-34-A-F,
RCFA-M-35-F,
RCFA-M-36-F

20-750-USC-XT

SLPBLC2,
SLPBLCV2,
LPBLCVX,
SLPBLCX,
SLPBLX2,
SLPBLXX,
SLPBTC2,
SLPBTCV?Z,
SLPBTCVX,
SLPBTCX,
SLPBTX2,
SLPBTXX,
SLPBXC2,
SLPBXCV2,
SLPBXCVX,
SLPBXCX,
SLPBXX2,
SLPBXXX,
SLPSLC2,
SLPSLCV2,
SLPSLCVX,
SLPSLCX,
SLPSLX2,
SLPSLXX,
SLPSTC2,
SLPSTCV2,
SLPSTCVX,
SLPSTCX,
SLPSTX2,
SLPSTXX,
SLPSXC2,
SLPSXCV2,
SLPSXCVX,
LPSXCX,
SLPSXX2,
SLPSXXX,
SLPWLC2,
SLPWLCV2,
SLPWLCVX,
SLPWLCX,



Scheider Electric

Signify

Wago

Wago

Xylem

Spacelogic Living Space Room Unit (BTL-31305)

SpacelLogic™ Touchscreen Room Controller (BTL-31

EcoStruxure Fire Operation (BTL-31284)

Philips Dynalite Ethernet Gateway — Supervisor (BTL+

Controller PFC100 (BTL-31277)

Compact Controller 100 (BTL-31240)

Touch Panel 600 (BTL-31241)

Hydrovar X (BTL-31304)

SLPWLX2,
SLPWLXX,
SLPWTC2,
SLPWTCV2,
SLPWTCVX,
SLPWTCX,
SLPWTX2,
SSLPWTXX,
SLPWXC2,
SLPWXCV2,
SLPWXCVX,
SLPWXCX,
SLPWXX2,
SLPWXXX,
SLPBTCVP2,
SLPBXCVP2,
SLPSTCVP2,
SLPSXCVP2,
SLPWTCVP2,
SLPWXCVP2

PBYWTRC3500B00X
SXWTRC3500B00W
SXWTRC3500B00WA
SXWTRC3500B11X
SXWTRC3500B11W
SXWTRC3500B11WA
SXWTRC6500B00X
SXWTRC6500B00W
SXWTRC6500B00WA
SXWTRC6500B11X
SXWTRC6500B11W
SXWTRC6500B11WA

ES,

FDP221,
FDP252,
FDP292

3RPEBEG-S

750-8110,
750-8111,
750-8112,
750-8112/0025-0000

751-9301, 751-9401

762-4301/8000-0002,
762-4302/8000-0002,
762-4303/8000-0002,
762-4304/8000-0002,
762-4305/8000-0002,
762-4306/8000-0002,

762-5303/8000-0002,
762-5304/8000-0002,
762-5305/8000-0002,
762-5306/8000-0002,

762-6301/8000-0002,
762-6302/8000-0002,
762-6303/8000-0002,
762-6304/8000-0002

HVX+, HVX

BACnet InternatioNalws
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BACnet International News

BACnet

International

Calendar of BACnet International Events

October 14 16", 2025 PlugFest Interoperability Workshop Durham, New Hampshire
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