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Feature Articles

L etter from the President

What is BACnet?

Dear Reader,

Have you ever noticed how one “big idea” dominates conversditimimgid#ta center solutions touches on this. As does Ari Ruben’s ai
technology sphere for a while, only to be edged aside by the nextrtbigedeai®asing attention paid to air quality resulting in creative
Today'’s “big idea”, of course, is Al (or arti cial intelligence, for peomativieoopportunities. Perhaps the most compelling sign of innov.
have been living in a cave for the last year). If you listen to éaabiexdopy integration is presented by Troy Harvey in his article or
podcasts or access a wide array of news outlets, you would thaffoAItis create an autonomous building standard.
only important thing going on. But this all feels kind of familiar, doesn’t it?
| remember seeing the same thing around 10T not that long a§afemdaiiimg the progress our industry has made in open communica
Data before that in a never-ending series of new technology teerdisy$tem, integration requires continuous effort to addreisg cybersec
to be fair, all these trends are important and they do impact oissinehidttgnce, we've included Mike Osborne’s article on fast-tracking
but they are not the only things going on. They may not eventlraajoe advance in cybersecilBi&yCfmdand building automation
ideas you need to focus on today. So, this issue of the JournathobBglidhi@nednternational’s new Cybersecurity Acceleration Program
Automation, BACndnhternational, is not centered on Al. Instead, we're
going to focus on a wide range of innovations and integrationg heboddohdor extensive, cost-effective integration and the innovatic
automaton that could affect your work as soon as tomorrow. enables is the real story behind Mary Catherine Heard’s article highlig
the latest market research on BAS protocol utilization. Quoting data
Building automation is built on the ability to integrateset divexgecent BSRIA market research study, the article outlines the contir
devices with control systems. The broader the set of devices gndwetstEBASCnE already dominant market position.
that can be integrated, the more automation possibilities emerge. In this
issue of the Journal, you can nd articles that speak to this. Hepgaitaleas” get plenty of attention in the popular press and indu
Parmar’s article BACnésCand integration with IT is one exaimfbdemation outlets. Our hope is that this issue of the Journal shine
Lisa Hickey’s article on integrating BAS with air ow measuremepb#ighibion other relevant and exciting ideas that you can used n
is another. A third example is Tim Skell’s article on fan array imiegdiately and excite you about the possibilities for even more innov
Hopefully, all of these articles give you insights and ideas foarfdrifiggmgtions in your own corner of the building automakion industr
integration in your own projects and applications.

The increasing scale and scope of integration in the building a pn
industry is accelerating innovation in products, systems, a |

expectations of buildings. Mike Wilson’s article on oagpiiatucy c

ABOUT THE AUTHOR

Andy McMillan is President and Managing
Director of BACnet International, where he
works with users and suppliers to expand

BA c I'I et and enhance the BACnet community.
International . .
S Andy McMillan Previously he served as President of a
s President and Managing Director BACnet International building automation and energy manage-
§ andym@bacnetinternational\wmgw.bacnetinternational.org ment business unit of Philips Lighting.
©
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Understanding BACnet/SC for
Easy IT integration

BACNé&BC introduces important aspectsCtoti cates are used for authenticationsgaw c software tools to implement the PKI, but
implement cybersecurity standards and teneagption. The public key is part of the teetcerti cates and keys for all devices at a site,
ily integrate Building Automation netwat&swhile the private key is secret to the desgpective of their brand, must be generated
into existing IT infrastructure. BAifmét The certi cates are issued and managedrbgnahe same tool to ensure interoperability.
IP, the BMS installer only needed to regméist! authority, commonly known as a Tedicerti cates on devices also expire and need
IP addresses from the IT department foatéhAuthority (CA). All devices must haveoceetifenewed. The validity period must be noted
BACn#P devices at the installation &tges issued by the same CA to commutdcaisure that the devices continue to communi-
BACNné&BC implements the robust concefhe device can get the certi cate directlycitenseamlessly as part GAGNESCnet
used for secure communications over thehet&A or send a Certi cate Signing Regorst
net by using Transport Layer Security (TLE)SRh€o the CA to get the corresponding cer-
BMS installer must be familiar with TLSticmate. BACnet/IP vs BACnet/SC
munication concepts and be able explain their
requirements to the IT folks for successful@estalg an SSL certi cate (SSL is an oldBAGm&R anBACnéSChoth operate over the
lation of the job site. There is also a diffesiencef TLS) installed for a website mighPbleyeBACH#P uses unencrypted commu-
between the communication architectufanfiier concept to some people. The CAriicakiisn over the UDP port,BiNtilieés Cis
BACnéP devices BACnEBCdevices. Thiscase is a well-known company like Vedsigmction-based using TCP ports for encrypted
article will attempt to familiarize the bu@dingpdo, GoDaddy, Let's Encrypt, etc., tbatriginicatiorBACnétP uses broadcast
automation installers with these conceptstrusted by all devices and browsers to pmeddeages for the discovery process and allows
access to the website seamlessly over thengB#CnétP device to participate in the net-
Basics of TLS (Certi cates, Keys, and lic internet. work. BACnéP device may be a server pro-
Certi cate Authority) viding data with the client device requesting the
For a building automation system, gettingdateerWith the of@ACnét architecture, a
TLS relies on the use of certi cates and kéiysaterfrom a public CA is not necessary andwBACnéfP client can be added which can
data encryption, device authentication, arltbdatpensive given the large number of dbstmeer tHRACNEP server devices and send
integrity (i.e., no tampering). Keys occur im @absilding. The IT department can implnanands to control the points on the server
(public/private key) and are used for encrifigtiooivn infrastructure to generate theseldeygs.
decryption. A session key for communigatarerti cates. The term PKI (Public Key Infra-
may be generated after the initial key exdtargare) is used to de ne this setup. TheRWihésCadds additional security to the BMS
for added security. ing automation product vendors may alsadtexek, and each device added to the network

CERTIFICATE ERTIFICATE

Authentication/
Encryption UTHORITY

UBLIC
e
NFRASTRUCTURE Pubic Ky st o geerte Koy

and Certi cates © Contemporary Controls

KEYS

Private/ EY
Public
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must be authorized. This authorization i3 eene- may be a requirement to integrate exist-
trolled by the issuance of keys and certi caf&ACnEP andBACneMS/TP devices in

If the device is not provided with the corretttechbeslding with neB®&€néSCdevices. This
dentials, then all its messages will be igreordgk achieved with the usg@AE agbuter
because a successful TCP connection silppotting these datalink layers, but it is recom-
be established in the rst pBé&néBC mended to keep BBRCnésCandBACHéEP

with TCP connections also introduces theeteorks separate. (™

cept of "hub" and "node" devices. Nodes (or

end devices) primarily communicate with each

other via the hub using directed messages, and

there are no broadcast messages. Direct node-

to-node communication is supported as well. To

provide redundancy, a primary hub and failover

hub are used in BBACnéSCnetwork and

must be con gured onBA& néBCdevices.

The number of connections supported by the ABOUT THE AUTHOR
hub is another consideration to allow for future
expansion of BRACnéBCnetwork. Harpartap Parmar is a Director of Product

Management at Contemporary Controls,
which designs and manufactures BACnet
building controls and networking equipment.
Parmar focuses on network security, IP
CONTEMPORARY routers and their application to Building
: Automation. He has over 22 years of
experience at Contemporary Controls with

=B Harpartap Parmar ) ]
£ Director of Product Managen@uontemporary Controls range of networking, control, and communi-
g hparmar@ccontrols.conww.ccontrols.com cation products.
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The BAScontrol series of unitary controllers
are ideal for general purpose applications,
such as controlling fan coils, heat pumps,
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programming

* Free programming software
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Unlocking the Power of BACnet in Industrial
Automation

Introduction

Control
The need for speed, ef ciency, and exibility
ratcheting up for industrial and manufac
organizations around the world. Thanks+o t
vergence of the Internet of Things (IoF), «
tion, and edge computing, what was once d
futuristic is now a current reality.

Fire Detection

Industrial connectivity is here and will cont
play an ever-increasing role as industrial a .
tion grows and matures. Industrial and mant
ing organizations are at a critical juncture in
to fully integrate building management with g
tion to take operations to an even higher ley
As a result, forward-thinking companies ar: Management
ing for ways to capitalize on technological ac ..~
ments, smart devices, and the best-in-clasg QBRBt-enabled automation solutions provide critical information
protocoBACnetto accelerate their transitioméeded to streamline processes and optimize production.
industrial automation.

Why BACnet is Essential for mendous investment in technology to make pro
BACnet Basics Interoperability duction more ef cient and reliable.

What is tHRACneirotocoBACnetwhich is the Industrial and manufacturing plants consistTdfatigobecause, according to ASHBAEntte
acronym for Building Automation and Contiohdiebf operations: (1) the plant facility andpi@tdieel is equally as effective whether it's used
works, is a popular and long-standing epemproaiaction line. Both rely on automation tim belfrling automation or industrial automation for
munication protocol that was developed andessior ef cient and pro table operations.  mobile and Cloud-enabled devices, head-end com
tinuously managed bB&@nefommittee of the puters, general-purpose direct digital controllers, or
American Society of Heating, Refrigeration Bud viren they're not connected and are indppkcation-speci ¢ controllers.
Conditioning Engineers (ASHRAE). dent of each other, data can become siloed. As a

result, it becomes very dif cult to access aRiAret-Supported Applications
Originally developed in 1987, this innovativeapttoed data in a way that maximizes-the effec
col was way ahead of its time in the 1980%vandss of both. Further, disconnected dafdithimdthe context of interoperability between facil
1990s — a time when Wi-Fi as we know it ditspatate devices do nothing but hinder-pratucivd productidd\Cnegnabled automation
yet exist and loT-enabled building automatiibyamadead to missed opportunities to maxira@atibas provide critical information needed to
still years into the future. As a worldwide starefsgds of automation. streamline processes and optimize production.
ized data communications protocol that is indepen
dent of specic technologies and supplier8A@hetalong with the newest generatiohlené are a few real-world examples of how the
a deployment of more than 25 million deBis€sghtegrated devices and technoloBiaEngbrotocol supports a more conneeted sys

BACnetontinues to revolutionize a wide vahetges this. tem and helps keeps production rolling-and work
of operations, including HVAC, lighting, and energy ers safe.
management. That's because B®&Cnegprotocol provides the

mechanism by which an interoperable systéimecadarm Panelswith building automation,
TodaBACnetontinues to be the de facto eomewmahange information, irrespective of the tywheand connected device senses a dangerous

nications protocol to enable interoperabilitynurithier of services it performs. smoke- or re-related incident, the BMS alerts key
the Building Management System (BMS)/Building personnel. With the integration of industrial auto
Automation System (BAS). ThankBAGtee How BACnet Works in Industrial mation, it also triggers a response within the pro
protocol in combinationB#itbnet-enabled soléutomation duction equipment. Response varies, of course, but
tions and devices, automation is made even more in an especially hazardous situation, it-can auto

powerful by enabling communication betwe&Auteis particularly important to industrialaiatally shut down the line and sound an evac
operational systems — facility and productiomanufacturing organizations who've madeuatie horn.

8| Journal of Building Automation 28/23
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Energy Managemerit's been said: What gatfacturing companies to integrate theirtwo oper
measured gets managed. This is especialiyidnaé systems so they can make data-informed,
in industrial factories where energy usage iisahitime decisions about the facility, the produc
—and costly. In fact, according to the U.S. torelige, or both.
Information Administration (EIA), manufacturing
accounts for 81% of industrial energy consuifiptisa. who understand the valB&Gifet
Thanks to automated energy managemernaled industrial automation will continue to
tems, however, manufacturers can better ne@catgate adoptionB&{Cnetnabled devices
their usage, resulting in a more favorable impadtsmiutions to drive transformation.
the plant, the planet, and the bottom line.

Sources
BACnetnabled automation solutions providé crifi
cal information needed to streamline procesBasGmairg. AbouBACnet https://bacnet.org/
optimize production. about/. Retrieved 8 August 2023.

a
>
1
0
()

ProtoAir

BACnet ... and Beyond ASHRAE.org. (UndaBAiCnetSecure Con

nect: A Secure Infrastructure for Building Auto
Despite the fact tBAICnas the most prevalembation.  https://www.ashrae.org/ 1e%20library/
protocol standard for building automation, teathalical%20resources/bookstore/bacnet-sc-

Protocol gateways, like the MSA FieldServer B%Qgtcted devices and sensors use it. That's/hitepaper-vl5_ nal_20190521.pdf. Retrieved

Gateway, can translate multiple protocols conr@®EQfocol gateway that has the capability td réngust 2023.
to a BACnet system. late dozens, if not hundreds, of different protocols —

includinBACnet may be required. ASHRAE Standard 135-20BAGneA Data
Communication Protocol for Building Automation

Lighting: BMS lighting controls allow operatioesMSA FieldServer gateway, for exampleaspeaéstrol Networks (ANSI Approved). Retrieve 1
to monitor and manage usage based on sughdamnverts more than 140 protocols to Aniga&t 2023.
tors as time of day and occupancy. In-anvatl@ble information from both building and indus
trial setting, including production facilitiestriat@utomation systems. The FielBB&wet McKinsey.com. Is industrial automation headed
grated lighting automation is especially import@ateway is a plug-and-play solution thafquiaktipping point?” https://www.mckinsey.com/
for alerting workers of unusual conditions @niehakasily integrates \BthCnetNetworks industries/automotive-and-assembly/our-insights/
functions, helping with work ow, and assis{B@néP SBAChetIS/TP). is-industrial-automation-headed-for-a-tipping-
quality control. point. Retrieved 14 August 2023.

FieldServer's proACneloT Gateway also
HVACTemperature, humidity and air qualityattows operators to interface with a wide vaBeilgiofsloT.com. Smart Environmental Control
trol are essential to both the comfort and funuikitimy and industrial automation systems fBystatns in Buildings Are Constantly Adapting.
of industrial facilities and processes. In atidigpnontextualized intelligence. https://www.buildingsiot.com/blog/smart-envi
to boosting ef ciency, industrial automation helps ronmental-control-systems-in-buildings-are-con
improve responsiveness. Take a frozen-fodelofmeol gateways, like the MSA FieldSentyr-adapting-bd. Retrieved 13 August 2023.
duction plant, for example. Temperature EthoéGateway, can translate multiple protocols

becomes less about personal comfort anadtanoested tBACnetystem. ElIA.gov. Use of energy explained: Energy use in

about product integrity, quality, and safety. industry.  https://lwww.eia.gov/energyexplained/
Boost Data Transparency, Improve use-of-energy/industry.php. Retrieved 13 August

Environmental ControBecause smart factd®roduction 2023. @

ries can regulate all connected systems, they not

only help improve product, they increase th€hguahdustrial automation market is still evolv

ity of the indoor environment for both peopteyai¢here it will ultimately go is yet to-be deter

processing machines. This includes the aldited) however, proactive, safety-minded organi

adjust temperature, ventilation, air ow, ltrattions are increasingly adBgtibget-enabled ABOUT THE AUTHOR

and more. solutions. These solutions allow industrial and man

Richard Theron is the Product Line Manager
for FieldServer and Cloud at MSA Safety,
where he works intimately with companies in
the building automation, industrial automa
tion, energy management and life safety
markets to understand and build connectivity
products and cloud solutions.

. The Safety C
c Richard Theron S ;
g Product ManageviSA Safety He is also a member of the BACnet
= richard.theron@msasafety.comw.msasafety.com International Marketing Committee.
©
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How BACnet Secure Connect can help
“Future-Proof” your Building

FUT (Pl B o .

© Automated Logic

Today's building owners are facing moragaims$t cyber threats. This is accomplished by
evolving cybersecurity threats. Building sgst@ioging modern encryption and authentication
are becoming more complex and interconmeetédnisms.
In addition, the attack surface has become more
signi cant due to an increase in remote Redidwing are some ways in which using
and the use of cloud applications. TheBAEMéESCcan help future-proof your building:
2023 Cost of a Data Breach Report provides the
following statistics: Cybersecurity ~ Protection: BACnésC
incorporates security measures to protect against
1. The average cost of a data breach is unauthorized access, data tampering, and other
$4.45M (up 15.3% from 2020). cyber threats. This helps ensure the integrity
2.0rganizations that implemented effectarel con dentiality of your building's automation
security Al and Automation reduced begrtltontrol systeBACnéSCprovides the
data costs $1.76M compared to organfaewing bene ts:
tions that did not use Al and automation
capabilities.
3. 51% of organizations plan to increase
security investments due to a breach.
4.82% of breaches involved data stored
the cloud — public, private, or multiple
environments.

Implementing BACnet Secure  Conned
(BACnéBG can help mitigate cyber threats
aid in future-proo ng a builBiAGné&BAs an
advanced protocol used in building auto
systems (BAS) to improve security and
proof a building's automation infrastruct
builds upon tBACngdrotocol, which is wide
used for controlling and monitoring b
systems like HVAC, lighting, security, and
TheBACnéBCprotocol was adopted by
BACnestandard in 201BACnéSC adds
commonly accepted IT security featu
the BACneprotocol, making it more resili@mtutomated Logic

10| Journal of Building Automation 28/23
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© Automated Logic

1.Implements current IT standard state-bfteroperability reduces the risk of vendor datkrimation  infrastructure as technology
the-art TLS 1.3 for communication seamiyallows for exibility in selecting the d@stinues to evolve.
2.Establishes secure tunnels without nesditegl components for your building system.
Virtual Local Area Networks (VLANSs) and/ Remote Monitoring and Management: The
or Virtual Private Networks (VPNSs). Integration with loT Devicess the Internet oecure nature BACnéSC enables remote
3. Firewall friendly because BACnet/SCThings (I0T) continues to grow, having arseaitaing and control of building systems. This
devices connect “outbound.” communication protocoBlk€néBCallows is crucial for ef cient building management and
for the seamless integration of 10T devicteeiataility to adapt to future demands, such as
ImplementinBACnésC is one step of aryour building's automation and control systanwte working arrangements or changes in

overall cybersecurity security strategy that occupancy patteBACnébCallows building
should be integrated with a building ownerstéttion Against Advancedowners to monitor and manage the building's
team. ThreatsBACnet/S€nploys advanced encrypsgatems remotely and securely. This is especially

and authentication mechanisms such as TioGpa@r8nt when physical access is restricted,
Compliance with Regulatory StandarBy. to protect against sophisticated cyber tlmeeltsas during a pandemic or other emergency.
adoptindACnéSC the building automatidris makes critical building systems more resilient
system aligns with industry standards anaghest hacking and unauthorized adéesdor Support and Updatés. the adoption
practices for cybersecurity. As cybersd8AyeBC uses a Certi cate process diBACnéBCgrows, more vendors are likely to
regulations evolve, having a seautieenticate devices and encrypt commuroéfioproducts and solutions that support this
communication protocol BIREnéSC can between the devices.BA€néBsCstandard protocol. This ensures a broader range of options
help a building remain compliant with crecgrites the signing Certi cate Authority ftr deuilding owners and oper&@&Gnet
and future industry standards and regulat@mrgrolled by the building owner/customeinternational is implementing a Cybersecurity
Acceleration Program to assist manufacturers
CompatibilityBACnésC is designed to beéong-Term InvestmentA building ownewvith interoperability and best practices.
backward compatible with exiB#@net protects their initial investment in a building
installations. This means building ownemutanation system by investing in a secuseaability: BACnéSC provides a secure
gradually upgrade their building's sydtenre-proof protocol. Implem8&igésC foundation for grovBACnéESCis designed
without requiring a complete overtgah investment in the long-term securitly &edscalable, allowing a building's automation
BACnéBC can be implemented in batability of a building's automation systenmffdssructure to adapt to future needs. As
on-premises installations and cloud installesintsad to cost savings in the future by retthecinged to expand or upgrade the systems
the risk of cyber incidents and minimizirg§ thebuilding, this protocol can seamlessly
Interoperability: BACnet Secure Connecatheed for signi cant system overhauls. Chaosormgmodate new devices and technologies.
maintains compatibility with the é&s@ngt a well-established and widely adopted protocol
protocol, ensuring building owners can infégr8&ACnésC ensures that building own®isk Mitigation: By adopting a secure
new devices and systems from diffea@ntaccess long-term support and updatesnunication protocoBME&nésC you're
manufacturers as technologies evolveTHibikelps ensure the longevity of a buipivatdively mitigating the risk of cyber incidents
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that could potentially disrupt your buildiegds, ensuring the longevity and resilience of

operations or compromise sensitive inforngatiobuilding's infrastructure. It's an investment
in the resilience and ef ciency of your building's

UsingBACnéSC can be crucial in futuréafrastructure.

proo ng a building's automation and control

systemsBACNné&SC can enhance securitiicknowledgements:

scalability, interoperability, and sustainabiitystitof a Data Breach Report 2023", IBM

provides a secure and scalable foundati@otpatation, July 2023 @

aligns with current and future cybersecurity

ANSI/ASHRAE Standard 135-2020
(Supersedes ANSI/ASHRAE Standard 135-2016)

< BACnet
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BACnet Protocol Expands Dominant Market
Share in Latest Market Research Report

BACnetinternational is pleased to release

the latesBACnetMarket Adoption Report,

drawn from the BSRIA's Market Penetration of
Communications Protocols 2018 — 2027 market
research study. BSRIA is a premier pro\

of market intelligence in HVAC and Buil
Automation and Control (BACS). This stud

follow up to BSRIA's 2018 study of titled fMa
Penetration of Communications Protocols”.

BSRIA study draws on data from annual E

market studies conducted by BSRIA since© _ ..
coupled with additional primary research. —iatam
most current BSRIA study was published ir ~Midde East

Europe

rst quarter of 2023. ——Asia Pacific

BACneShare Trend by Region, 2022 — 2027F

The latest study concludes that since 2018,
BACneprotocol continues to remain the mc
widely speci ed protocol at a global level v
77% of projects specityig@netp from 64%

in 2018. The ve-outlook projects continu
market growth with a focus on cybersect
andBACneSecure ConneBACNESJ. By

2027, th&ACneprotocol is predicted to have

a 97% market share in North America, 86% in
Latin America, 69% in the Middle East, 669B3RIA, Inc.
Europe, 63% in Asia Paci c.

2018 2019 2020 2021 2023F 2024F 2025F 2026F 2027F

This latest market research data relMetsbers to provide current and projecte
BACnh#&t central role in the industry asrtfaeket share data in specic regions on the
integration platform for building automatid®®@aiprotocol and proprietary protocols. The
simultaneously achieves cost, perforntepogt is now available to the public. In additic
and climate impact objectives, said thndgsting and certi cation thr@iyBnet
McMillan, president BACnetnternational. Testing Laboratories and education through T
He continued, “The demands of that rol8AGreinstituteBACnelnternational remains
continueBACnetvolution to address emergiogimitted to facilitating the successful futur
performance and cybersecurity needs usbilef th8 ACneprotocol worldwide through
maintaining multivendor interoperability.BADeESC and cybersecurity implementation
BACnéd¥larket Adoption Report was devefppgdams like the Cybersecurity Acceleration Download the latest
and initially released exclusively to Corpaygtam. [ BACneAdoption Report
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BACnet International would like to invite you to the next phase of BACnet cybersecurity, the
Cybersecurity Acceleration Program. Designed for manufacturers, the Cybersecurity Acceleration
Program aims to reduce their cybersecurity implementation learning curve and align their product
development with industry direction on interoperability and best practices.

The program includes reference implementation and source code components including:

O *LY[PAJH[L (\[OVYP[' *( ZLY]LY
O *LY[PAJH[L :PNUPUN 9LX\LZ[ *:9 NLULYH[PVU HUK JHSPKH]|
O 4HJOPUL YLHKHISL PU[LYVWLYHISL JLY[PAJH[L ASL MVYTH

Fast track your in-house technical knowledge and development with additional program features
including:

(O Cybersecurity implementation webinars

() Early tool release with full source code license

O Expert moderated developer’s forum

(O Manufacturer’s cybersecurity guidelines document development

O (JJdLzz [V )90;, PZ HSZV PUJS\KLK PU [OL * ILYZLJ\YP[ (JJL

)90;, WYV]PKLZ H JVUAKLU[PHS Z\WWSPLY PUKLWLUKLU[ LU]JPYV
[LZ[PUN VM )(*UL[ KL]PJLZ ;0L MVJ\Z VM )90;, PZ )(*ULJ[ :* WYVK\
P[ \[PSPaLZ )(*UL[ :* [V HJOPL]JL ZLJ\YL JVUULJ[PVUZ V]JLY [OL 0OU
suppliers to evaluate the interoperability of their BACnet devices without physical co-location.

Program Cost:
*VYWVYH[L 4LTILYZ! <+

5VU TLTILYZ! <:+ PUJS\KLZ H :PS]L
[V )(*UL[ OU[LYUH[PVUHS

;OL *"ILYZLI\YP[ (JIJLSLYH[PVU 7YVNYHT
educational institutions.

After the program ends, the cost of program contents will
PUJYLHZL [V <:+ MVY *VYWVYH[L 4L1
<:+ MVY UVU TLTILYZ

Scan for more information

For more information, please contact Dave Nardone
at david@bacnetinternational.org.
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New Cybersecurity Acceleration Program
to Fast-track BACnet/SC Implementation

Cybersecurity continues to be a major c@heeriBACnet/Skdteroperability Accelerativa ready for whatever comes next in building
in building automation industry resulting irProgram helped suppliers  jumpatgdmation cybersecurity.
and more suppliers of these products adBptinget/Saroduct development. Similarly, the
BACnet/S$3 the backbone of security. Curraetly, Cybersecurity Acceleration Prografcogds to BRITE is also included in the
there are nearly 100 BTL certi ed workstagtmssuppliers ef ciently generate, exch@gbersecurity Acceleration Program. BRITE
and controllers available with BACnet/S@nflommanage these les signi cantly simplifyanvgles a con dential, supplier-independent
dozens of suppliers. system integration. environment for remote interoperability testing of
BACnatevices. The focus of BREBAEI®t/SC
BACnet/S@nd your bank use the safifee Cybersecurity Acceleration Prograprosltt interoperability testing, and it utilizes
underlying technologies to establish a grouide a complete Certi cate Authority refBBGoet/Std achieve secure connections over
connection. These secure connectionsmpleEmentation and a sister tool that can geheratéernet. This allows cooperating suppliers
established by exchanging and validatthgalidate Certi cate Signing Request lés awdluate the interoperability dBAGFiet
certi cates. This means every product intgadikgge them into an interoperable le forrdavfoes without physical co-location. BRITE
to join a BACnet/SC network must contaitherdlidrti cate Authority. Additionally, all prisgramilt around a collection of cloud based
certi cates. These certi cates are generatpdriigipants will have access to cybers&A@tet/SQubs along with interoperability
the Certi cate Authority for the BACnet/Stnpitmentation webinars and an interactpmgrt and diagnostic tools. Test sessions
The Certi cate Authority requires a uniqueeeleto-peer forum led by experts in BACrigpiaatly involve two suppliers and are arranged

from the product called the Certi cate Sigyliegsecurity. through BACnétternational. Each session

Request le. With this le, the Certi cate Authority is private, only allowing access to the specic
can generate the unique certi cate les fdPdhtipation in the program will help sugplpgigers participating in that test session.
product. ensure their certi cate management toolBA&Ceet/Si@teroperability Acceleration program

interoperable with tools from other suppliepaficipants are eligible for discounts and access
Since a single Certicate Authority is wile#eep integration costs down and mamtiedicated cloud hubs.
in a BACnet/SC system, each supplierthesteputation as a collaborative participant in
exchange les compatible with that Certhealtevendor environments. The program viithel§ybersecurity Acceleration Program is cost-
Authority. The generation and processing afhtbeea the learning curve for manufactffiertve, typically costing less than one week of
compatible les will be a manual process thiabislo not have cybersecurity implemeatagagineer’s time. The program is 5,000 .00 USD
time consuming and error prone. experts on staff and help to ensure their pfoduCteporate MemberBAEnemnternational
and 10,600.00 USD which includes a Silver
Membership) for non-members. The cost of the
Cybersecurity Acceleration Program will increase
after the program ends. For more information,
visit bacnetinternational.org/cybersecurity or email
david@bacnetinternational.org. &
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Trends In Building Automation and
Smart Buildings

The global smart building automation market
is seeing a paradigm shift in how technology is
being put to work to improve not only energy ef
ciency, comfort, and safety of building occupants,
but also to address aspects of property manage
ment, device and connectivity, asset-manage
ment, visual representation of building control and
performance, data security, reporting of building
performance indicators, etc. to name a few.

The community associated with the smart build
ing automation industry is frequently nding new
ways to address the dynamic and fast-chang
ing requirements of modern buildings. But they
are often overwhelmed and challenged due to a
wide variety of market requirements and a lengthy
wish list from customers. The task becomes even
harder with the frequent introduction of new prod
ucts and services by the different brandsmigigan applicatioB&Cné&t uni ed data cem equal attention to how occupants interact with the
ing the installers and system integrators chaal@sations infrastructure for intelligent builditoliysg.
about which solution is apt for their projectis implemented over a huge installation base of

buildings around the world, offering the Bidolern building automation systems can broadly
This is the exact situation where the powseroperability of thousands of products dmngagmented into three layers - the “ eld device
standardisation comes in handy in solvifrgrtheultiple manufactur&a®hetompliant level”, the “automation level” and the “manage
challenges of building automation marketesices. ment level” at the top.
making life easy for all stakeholders.

We are seeing the advent of software soititwes eld device level, one needs to ensure a
BACne(Building Automation and ControlniNetaging complete building services ocgawdhgynergy while choosing the relevant hard
work) is addressing preciously such issuesdiygprvery rapid pace. The clients see a clearditomponents. BA@metdes a big bas
viding a global data communications standardrftiation between the management sidé&etf tifeoptions with high-quality produets cover
building automation and control networks.Huidimgs and the implementation side of iiig\éde application areas. But often it may be
vides a vendor-independent networking saletigieased to see the same trend in allneejted in a project to deal with systems which
to enable interoperability among equipmemtgdds, where clients are not only thinkingebautre native in nature or unique in terms of
control devices for a wide range of buildinhaaiware reliability and performance, but thajirignctions and used communication protocol.
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Let's take an example of a hotel building toRedently, signi cant development in the loToffpaiog value additions over the entire lifecycle of
stand this better. We may cover a wide ramaginfuenced building automation projectdesiguilding. Needless to mention, the backbone
applications like lighting, HVAC, and aecessazontly. |0T, for a long time, has been-anafndsing standardized devicesBAsGrgis
trol based on fRACngirotocol, but a Propertyable term, but now such technologiesthekey to the sustainability of such a technology
Management System (PMS), which is an peagtedted the conventional building automadielwhich has the perfect mix of being future-
part of a hotel project, is likely to use a propriet to a great extent. But it also bringspgqoesand at the same time tried, tested, reliable
tary nature of communication protocol. Béicsssand concerns on cybersecurity, -datngrimteroperable.
this PMS system contains important inforteetion, sustainability and lack of standardization
about the guests and related services in thpladteins to be a future-proof solution. ~ We see such trends catching up fast in the mid-
they have to be included as part of the holistic and enterprise-level projects across all building
automation design approach. Initiatives like the Cybersecurity Acceleratiyp&de.g. commercial, hospitality, infrastructure,
gram, launchedB¥Cnédnternational, will hehnd industrial buildings). So, a mid-term vision will
The solution and services of our compangtakérelders across the industry, especiallyenizst an extrapolation of the current practices in
such heterogeneous integration challengéactimers &ACnedevices, to increase -corthe building automation market. It is just a mat
projects of diverse pro les. dence among customers. ter of time before today's trends become a mega
trend and eventually a standard speci cation for
If we turn our attention now on the automaafdoring the symbiosis — through highesHiéugidings.
level, one would agree that even more rehaorking and cooperation of local intelligence
manoeuvring is needed to make sure thés lerdt we are looking at these days to sBopfiéyof the positive trends of today, which shall
work done at the eld device level is paid affimagproach to the demands of our cusimmees our journey to the future of building auto
things are streamlined for the management @l connectivity, cybersecurity, or dealimgatiith, are a strong preference among custom
which is the interface of the building. Themeeding new technology. That is how wesregtbbally to use devices that are open/interop
cross-integration of different systems happeng ketvels of possibilities, and at the samertile,and use global standards. They understanc
this level where products from different proéscaisce consumption optimization is raisédtetongortance of a solid foundatidBAdet
and topologies tend to get interlinked to umdsagvel. provides via its wide gamut of products and solu
the real bene ts of automation. We can imagine tions. We also see the widespread acceptability
this layer as a big kitchen with various tyidey btilding services offeredB¥x@metce  of headend software solutions to address a very
ingredients ready to be used by the chef tsystate including lighting, HVAC, access wodérefriety of building automation applications.
the customer’s order. security, alarm management, and energyWeaat NETxAutomation are working towards it,
agement are merged at the managementdietelevant and appropriate for our customer’s
The management level is about translating fipoke of earlier in this article and at thexsadse Remaining gluBdnettandard and
technical features of hardware used at thiime|dopening doors to welcome new platfllonsng its developments helps us ne-tune our
device level. The smart blending of differelikesha. This way, buildings are not only-higbitieehg.
tems from the automation level, and the imtigitipribut also sustainable, upgradable and nally
and design philosophy of the speci ers/sysiaaged well throughout their lifecycle. Our knowledge base in the building automation
integrators allows for a user-friendly, easy-to- space will continue to grow if we carefully listen to
maintain building management interface #ndtieer upcoming topic that must mentiondActistomers and understand their perspectives.
customer. This interface acts as a dashboaad lotelligence (Al) and how it may chanBeitige watchful of the developments- happen
the building automation system deployed maldarg automation landscape. Let's de nerigthi®und us, and adapting our strategy, be it in
This is the layer where central monitoringaginfloT + Al) * Cloud = future (with the ssluct development or system integration, shall
visualisation are deployed for the buildingar®@ecbf standardizatioBMengt This meanstake us closer to 100% customer satisfaction. Our
a system provides day-to-day operationalvenfidrall see software and software-enablegesaress to new ideas, mindset, regional habits
mation, device control schemes, building piederdominating the game. Because it wifichatidressing them with suitable product devel
mance indicators, historical data, alarmsonignease the life of building owners/opemaoesits and services shall make way for sustain
agement and noti cations etc. as some of kg keyv the building is managed, but alsabitihgin this vast and technologically advanced
features. in new possibilities to the installers in tereld of smart building automation. &>
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Fan Array Integration

Figure 1: Single VFD fan array integration © Carrier Figure 2: Redundant VFD fan array integration

Fan arrays are becoming more prevalent in HVA@RIte and one is thinking about the singlanually transfer to the back-up VFD, automatically
applications, replacing traditional setups. FawWFD transfer, or allow the BMS to control which drive
arrays have multiple small fans instead of eneerify the text is accurate for all variablies powering the array. While ideally these items
larger fan. The result? Improved redundancy, easi@played on the graphics — we are dealingld be clear in the sequence of operation and
maintenance, and enhanced performance. But wheth “total” power and “total” amps instesggpropriate control wire pulled upfront, one beauty

about their integration over BACnet? Let's explakindividual motor power/amps of BACnés that it allows exibility to have these
how fan arrays work and integrate into building types of controls changed quickly on the y with
management systems (BMS). A package, with one-large-VFD powering mmiitipial wiring changes.

small motors, will include some form of individual
Before diving into integration, we rst owestoad protection per motor, such as rEmaiAlFD per motor
understand the different fan array designsmetas protectors (MMP). The most common
each design impacts how to integrate andntelgaation “miss” with these array designd-ientoan integration viewpoint, the one-VFD-per-
data is available. Fan arrays may be powerefbbystrte monitor the MMP status. A singlennatborsolution (Figure 3) has some similarities to
large variable frequency drive (VFD), one YD Ipecomes gradually overloaded in theharedopve, but there are a few key differences:
motor/fan, or by electronically commutated (netdrad bearing) is disconnected from the VFD Dgta pulled from the VFDs is for each fan/
(ECMs). For example, a 2x2 array designetheiVMNP. These MMPs can come with an auxilianptor — thus both individual values/status
HP motors/fans, may be controlled by a sirgiet&€t for status which can be monitored by tHer each VFD, along with the total values (i.e.
HP VFD, (4) 5 HP VFDs, or (4) 5 HP ECMs.local controller. Ideally, any open MMP would thrpawer), should be available on the graphics
an alarm in the BMS and alert the facility persomnehere are no MMPs to monitor — traditional
The controls contractor’s integration to the fePrartigy Wiring the aux contacts in series back toB#ACnet integration makes it easy to see the
will differ based on which of the (3) above désigjasinused digital input and then monitoring ttshtus of each VFD and verify proof-of- ow
are used. Let’s look at some integration sc@iavies BACnet — saves on wiring costs and a DI
for each of those designs. on the local controller. Consulting Engineersdsbouyfdu also responsible for implementing
take note to clearly document the need feguipment safeties, such as a high static safety
One large VFD, multiple small motors  contacts on the MMP and for the controls coptractoke alarm? If so, make sure the safeties are
to monitor their status. wired back to all the VFDs. Due to the temptation
VFDs designed for HVACR applications usually of simplicity, one pitfall is to run the safeties into
have BACHES/TP included as standard andTthese is a sub-set of the one-large-VFD stiutiershared start/stop relay logic, which results in
may offer BACnet/IP as an option. This onesargeat is a redundant VFD package. This packpge safety removing the start command from
VFD (Figure 1) is the easiest to integrate ofRigu(8)2) has a primary VFD and a secailidheyVFDs. While this does stop the VFDs (wher
fan array designs. Controls contractors havmableem VFD, thus removing the VFD contperivie is in Auto mode), unfortunately the safeties
integrating VFDs into the system for years, Whetheging a single point-of-failure. If the paireary longer in the circuit for Hand mode. Safeties
fan, pump, or cooling tower applications. Themitiéhils, the secondary VFD would themmusiviee functional in Auto and Hand mode.
BACnentegration to a VFD in a fan array isnthgeayray. Redundant VFDs are popular for VAV
different from other applications, although(eamable air volume) and for fan array de€liyis
care must be taken such that the data is acdahedtaehe designed to run above 60 Hz. The BATnNel
presented on the operator workstation [@¥g8tion to a redundant package should r@selt ithe past 10 years, ECMs have become
graphics. A couple items to remember: both drives shown and their status/data pesmehgr popular solution for fan arrays. The initial
« Update the graphical image to show andensiyed on the OWS graphics. Dependingpoptherity was due to high ef ciency, thus energy
instead of a single fan — easy to miss tlapplication and owner’s preference, the redsedags, of an ECM compared to a traditional
simple task when doing graphics work drive package could be congured to ditbeinduction motor. This healthy competition of
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Figure 3: One VFD per motor fan array integration Figure 4: ECM fan array integration

motor technologies resulted in additional mtorediary controller. Assuming the inte(pafiches and potentiometers). However, if that
developed for fan arrays — ones like theoufDs to the intermediary controller, nohartheired variation of Hand mode is implemented
powered ferrite assisted synchronous relumatrods contractor should determine whicto ged&ide the most reliable solution, then there is no
motor, that are more ef cient than an ECM pdihite are offered from that controller andsph@ihlized re control logic available in Hand mode.
ECMs are no longer the most ef cient solutiorsfmw on the OWS. Too often that interrdseyare considerations that hopefully occurred up
fan arrays, some air handlers have standardizg@temas a very limited object list. For exarplg, anthe design and are not something being
them, and controls contractors should be pregadeday have 20 points of data available, bgtifth@ut during commissioning.
on how best to integrate them. intermediary controller is only requesting (3) status/

data points over Modbus from the ECM, tteuntineary
One may expect that ECMs have similar intB§d&iesll only be able to read those (3) datapoinis
characteristics as the one-VFD-per-motor, biitdfratise intermediary device. Consulting Enbireeerss an incredible amount of useful data in
not typically the case. The control and integfnatithcommunicate clear expectations for fhéA@R devices. That data is just waiting to be
with ECM based arrays are not as standandigsl. intermediary controller and the cemtralsted via BACnet and displayed and trended
Only some ECMs include BACnet, with most@Rigaceor's responsible point list, otherwisa the owner's OWS. For over 15 years controls
4) using Modbus to an intermediary contraignesr may have a very limited OWS graphicattors have been pulling that data via BACnet
gateway. That controller then talks BACnetdatinehen it comes to an ECM fan array sbbrtiosingle VFD applications. With fan arrays and
BMS. Even if the ECM has BACnet, there tdaljkstilvhen integrating directly to the devidke(WRultiple motors, we have the added wrinkle
be an intermediary controller involved for gerte€al), it is much harder to adjust the poaftthispossibility of multiple VFDs or multiple ECMs
control or to offer Hand functionality that is esfiecttite-fact with intermediary controllers. being involved. Someone familiar with a single
on air handlers. ECMs themselves do not offer a VFD integration will typically quickly gure out the
Hand function and the intermediary controlleréHMu responsible for designing or implemeatiogs of integrating to a multiple VFD fan array.
can offer a Hand function via touchscreen. Howekeicontrol/evacuation controls? If so, caRrapestintegration to an ECM based fan array is
that controller/HMI does become a single pbantalfen and possible early coordination veétkotpessible but the available data may be limited
failure risk, which can take an entire array afitherity having jurisdiction (AHJ) on whéexpéctations were not communicated early on in
thus defeating the whole reason the Hand foectieamed acceptable functionality in Autbegmdject. &>
was included. Hand mode is intended for whiamthenodes of operation. ECMs typically do not
controls fail. have specialized smoke control override logic so a

limited variation of smoke control is handled via the
The rst step in integrating to ECMs is to detieerimediary controller. Critical fan array applications
if the integration is directly to the ECMs (maut tb minimize single point-of-failure risks ‘»ich
so, what protocol) or if the integration poinmsythesult in a Hand mode design that is ha
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Compliance as a Catalyst: Regulatory-Driven
Sustainability in Data Centers

Climate change's stark reality and our interconnected
world's ever-growing demands place enormous
responsibility on data center operators' shoulders.
Industry regulators, policymakers, clients, and
investors are united in their call for environmentally
friendly, energy-ef cient operations. A Global
Survey of I.T. and Data Center Managers 2022 by
the Uptime Institute reveals that most operators
anticipate mandatory carbon emissions reporting,
yet many are unprepared to comply.

While data centers form the backbone of our

connected world, they also signi cantly contribute to
the world's carbon emissions. The U.S. Department
of Energy highlights data centers as among the
most energy-intensive structures, consuming up
to 50 times more per square foot than a typical

commercial building. Together, these centers are
responsible for around 2% of total U.S. electricity
consumption, with server energy usage projected
to rise.

Operators must strategize how to align their data
center designs and management with reduced

energy use and emissions while handling the

growing demand for their services. They can do
this by focusing on PUE, CUE, WUE, and Serve
Utilization - all critical metrics for sustainability.

Techniques for improvement include using energy-
ef cient servers, advanced cooling methodologies,
power management software, regular monitoring
and optimization, sourcing energy from renewable
sources, and ef cient workload management.

The transition towards sustainability requires
a comprehensive, systematic approach from
data center operators. They must establish clear
sustainability targets and robust governance
structures and foster a sustainability-centered
culture within their organizations. Digital solutions
and advanced analytics will provide real-time
monitoring capabilities and insights to optimize
operations.

Who Moved My Cheese? ef cient technologies and practices. The SECdaflaberation with governments, regulators,

U.S. is contemplating new rules obligating puhlityy peers, and technology providers can

Global governmental regulators now einémtee companies to disclose climate-relateepgdite this transition. Operators can pool

strict regulations and standards to addressndatapassing those tied to data centers.

centers' environmental impact. These measures

expertise and resources through such partnerships,
share best practices, and spur energy ef ciency and

aim to restrict energy use and carbon emi$sisnsurge in regulatory initiatives re ectsusteinability innovation.
incentivize renewable energy adoptionmanding global concerns regarding data centers'
advocate for ef ciency in data center operatiengironmental footprint. Still, many opdrategsate and Automate
struggle to meet these regulatory requirements,
For instance, the E.U. Energy Efciency Déigoffiyeng an immediate need to prigkiiizdata centers strive for sustainability and
(EED) has set ambitious goals for reducingsestiggbility. compliance with increasingly stringent regulations,
usage, striving for a 32.5% decrease in primary integration and automation become invaluable
energy consumption by 2030 compared toQ@@pliance necessitates operators to rtmoigor Integration brings together disparate
It also mandates a 30% improvement in gadms metrics such as Average Delta T, §@déints — cooling, power, security, and information
ef ciency in data centers within the same timefifasigaicy, Energy Consumption, PUE, maotyement —into a uni ed whole. This synergistic
Enforcement measures include compulsory@Qe@grbon Usage Effectiveness (CUE), eBeinoerment promotes ef cient usage of resources
audits for large energy consumers and latdizagion, and Water Usage Effectivenessafd/Biigrgy, directly contributing to the sustainable
schemes for energy-intensive products. ~ With a clear understanding of these mep@stions of the data centers. Moreover, automatior
operators can demonstrate regulatory compiihintentegrated systems helps maintain optimal
California’s Title 24 standards mirror the \fl2'senhancing energy ef ciency and redusrgy utilization, dynamically adjusting the usage
rigorous energy-ef ciency requirements for @hmeanmental impact. based on the data center's load and effectively
and existing structures, including data centers. minimizing wastage.
From 2023 onwards, the updated Title 24 mavid&kieg) Lemonade
a further reduction in the minimum Power USage Automation is crucial in reducing human error,
Effectiveness (PUE) requirement for data Ratftersthan viewing these regulatory actianssigsi cant cause of system inef ciencies
from 1.2 to 1.1. punitive measures, operators should considanthefailures. Automated processes introduce
a call to action to future-proof their operatioesnsfgency and precision that manual operations
The Data Centre Energy Ef ciency Scheme (f2@3) sustainability brings with it not only regfifetotsick. With routine tasks automated, human
Singapore and Australia's National Built Envicomnpdiahce but also improved operational efreisoasces can shift focus towards strategic planning
Rating System (NABERS) take an alteosttsevings, strengthened corporate respoasibidicision-making tasks, such as future capacity
approach by offering incentives for adopting endrgyhanced customer trust. planning or implementation of new technologies.
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This redistribution of functions not only Bomgter critical aspect of this transition Refleeenced Legislation
operational efciency but also aids in mastiegsing use of data and analytics in data center
sustainability goals. operations. By using advanced data analysiti¢édbls). Energy Ef ciency Directivéna&D) —
and techniques, operators can better undenstaggl.ec.europa.eu/topics/energy-efficiency/
Furthermore, automation enables a prdhetivenergy use patterns, identify inef ciemceagy-efficiency-targets-directive-and-rules/
approach to problem-solving. Constant moaitdringplement targeted solutions. Machine leaengyeef ciency-directive_en
systems can detect potential issues beforantheyti cial intelligence are growing in thisUsiéed States SEC Climate Risk Disclosure
become critical, facilitating timely interventioesalftisg operators to predict energy use tgrel8www.sec.gov/news/press-release/2022-46
predictive approach signi cantly reduces systiemze cooling systems, and improve btpsallvww.sec.govirules/proposed.shtml
downtime, promotes smooth operationspparational ef ciency. California Title 24 in the US#ps:/iwww.
indirectly contributes to energy savings. Additionally, library.ca.gov/wp-content/uploads/2021/08/
the scalability afforded by integrated and autbramied and education are also vital t@uidisToTitle24.pdf
systems means that data centers can adapttraniskipn. As the eld of data center operSiigepore's Data Centre Energy Ef ciency Scheme
and effectively to changes in demand, ensuravpleg, operators and their staff need to $E@3)p - https://www.imda.gov.sg/resources/
energy use aligns closely with actual needsto date with the latest technologies, best practisssieleases-factsheets-and-speeches/press-
and regulatory requirements. This can be aobliexsds/2023/imda-introduces-sustainability-
Finally, integration and automation greatly #inquidir regular training sessions, seminarstaadard-for-data-centres-operating-in-tropical-
regulatory compliance. From automaticekghops and through collaboration with intimstras
generating reports on energy use or casboaiations, research institutions, and teciagbglia's National Built Environment Rating
emissions to ensuring adherence to set stapdanders. System (NABERShttps://www.nabers.gov.au/
these systems reduce the administrative burden of about/what-nabers
compliance. Accurate and timely reporting b@tmmsisift towards more sustainable data center
less of a challenge and more of a routine, eoperatpns also brings new challenges. For irsdalitt@nal Educational Resources
data centers stay on the right side of regulatjglesienting green technologies may involve high
Thus, in their pursuit of sustainability and reguydétwry costs, which can be a barrier for SA8H&AE Standard 90.4-2002 Energy Standard for
compliance, data centers nd robust alliepenators. There is also the challenge of eBstanQentershitps://www.ashrae.org/technical-
integration and automation, reaping the bestialde service while making these changesoasces/bookstore/supplemental-files/ansi-
of ef ciency, resource optimization, and pr@emtidisruption to data center operations caasheaeestandard-90-4-energy-standard-for-data-
problem-solving these tools offer. signi cant consequences for clients. centers
Consulting-Specifying Engineer eBook: Data
However, despite these challenges, the tr&esitiers Summer Edition 2028tps:/bt.e-
toward sustainability is a necessary and betigatiabyfry.com/publication/?m=34013&i=79658
Navigating the path towards sustainabilitystefarigr data center operators. It can helpi&iperb&ver=htmi1
forward-thinking data center operators havecbamuly with regulatory requirements and lgatinte Institute Global Data Center Survey Result
reevaluating their current practices and overbigalingnt cost savings in the long run, tha@k220 — https://uptimeinstitute.com/resources/
their infrastructures and operations. One emenigitef energy use and improved openatsaaath-and-reports/uptime-institute-global-data-
trend in this journey towards sustainabilityeiscibiecy. Moreover, it can enhance their repegat@rsurvey-results-2022
adoption of green technologies and designsamdageclients and investors increasingly demanding
center construction and management. This isoktdesble operations.
using energy-ef cient hardware, implementing
advanced cooling systems, and adopting techmizpregusion, regulatory pressures on date ABOUT THE AUTHOR
that maximize natural ventilation and minimopertters to mitigate their environmental
need for arti cial cooling. Some companies ggesgsboth a challenge and an opportun Michael is responsible for marketing strategy
exploring the possibility of using renewablerespagyling to these regulations and imv and execution to ensure that Nlyte retains its
sources such as solar or wind power, eitheridirsotifainable operations, operators can market leadership position for data centers
through on-site installations or indirectly ttw@ughiance while improving operational ef globally. He orchestrates Nlyte’s global
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On the Increasing Prominence of Indoor
Air Quality as a Primary Driver of
Trends and Opportunities in the Building
Automation & Control Systems Sector

Abstract What is IAQ?

Sophisticated owners and operators of comimaocialAir Quality (IAQ) refers to the overaiidgsa summary of results, as per measured indoor
and institutional buildings have a clear and jtyeskaibient air inside buildings and built eeriroonment parameters based on ve eoncentra
understanding that Indoor Air Quality (IAQ) mentrsuch as: hospitals, nursing homes, dégrclreels (AKA, design scenarios), Toa PM
ing and remediation continues to increase iriguibties, schools, of ces, data centers, factansgtion in each test was controlled within £15%
inence as a primary driver of trends and-oppuatelsi malls, airports, government buildingd, taadlesigned value. Curtains were always closed
ties in the Building Automation and Control Sgstderces. Measurable factors or paramodidsk direct sunlight, and air temperatures of ve
(BACS) sector. Demand drivers include, andnafedetand may not be limited to, tempedasign scenarios were kept at approximately 25 °C.
limited to, emerging wellness protocols acceleratdity, ventilation, and pollutants. These Thetaesults show thaf €@@centration started
by the COVID-19 pandemic and In-Of ce garsagher enable building occupants to recaivepmroximately 600PPM and ended at 800—
Hybrid- Workplace decision vectors. In supmeelnde them from the bene ts of the int@HPM in each experiment. The illuminance on
IAQ impacts occupant satisfaction and wotlgdaafetheir built environment. The main indberdaisk was controlled at approximately 300 lumi
productivity. The main indoor air pollutants @@iMants are Volatile Organic Compounds f¥@Cs) per unit area (lux), and the A-weighting
atile Organic Compounds (VOCs), Particul&artitatate Matter (PM), and Carbon Djjixided@t@ pressure was measured at 38—43 decibel
ter (PM), and Carbon DioxijleAG®pted dataAlongside these common pollutants, otherleteintdBA).
allows one to conclude that 10T sensor moiutdsirsyich as Carbon Monoxide, Radon, Sulphur
for these pollutants, along with improved mézisuide, and Nitrogen Dioxide can also coRtuithigtes are de ned by their diameter3. Those with
ment and control of ventilation rates can: a)teedaoeindoor air quality and are often monitodeineter of 10 microns or legs §RMnhal
sick days by up to 35%, b) improve cognitive func able into the lungs and can induce adverse health
tioning and productivity by up to 11%, and €Qiecdne of the most effective indicators effesits. Fine particulate matter is de ned as par
energy savings of up to 21%. The market fogulaége Generally, we waié¥e® to stay beloticles that are 2.5 microns or less in diameter
integrated sensor solutions in the US-wa808starts Per Million (PPM). If it is consigyy Particles such as dust mites, dander, and
mated at $500M in 2022. The forecast thtogighr, improved ventilation may help. Fornealhmeduce the quality of the air, and need to be
2027 expects high single-digit growth rateplgeander the conditions of natural ventilatigminized, no more than 12 micrograms per cubic
over year. The author will present supportirgstiatly published in 202 indoor CGnR  meter of air ( g/m3Regarding Relative Humidity
and relevant information in the body of thiscdotration ranging from 500PPM to 600PRRHanat any given time it can be attributed to sev
ment to provide the reader with necessary isifgitisPMiconcentration was measured to bertildactors, such as the design and construction of
same as outdoor, Rtdncentration. Figure-1 ptbe building, type and quality of insulation, caulk

Figure 1: Measured indoor environment parameter at the center of the desk, per
NIH study published in 2021 and titled “The Synergistic Effect of PM2.5 and CC
Concentrations on Occupant Satisfaction and Work Produtitigifgoora M&égure 2: Diagram of building showing sources of indoor and outdoor pollutant
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Figure 3: Impact of @Ohuman
decision-making performance. Error bars
indicate one standard deviation.

ing, weatherstripping, and ventilation. RH 2bit@ldighting levels are the most importanofaariables which include: a) IAQ, b) design of the
be kept between 40-60% to control mold gmwithpacting employees after IAQ. For examniilgtion and air-conditioning system, c) con
and to promote overall wellfddsbelow 40%exposure to blue-enriched white light (17,08I0K3 in which this system operates and is ser
can cause discomfort and health problems asdoaiite light (4000K) affect alertness andcper d) compartmentalization of the building, and
ated with water loss in organs, especially tHereasce in an of ce setting during daytimeymésence of indoor sources of contaminants and
and skin. This lower level of RH exposure davuedsas well as cause evening®fByglomk their magnitude (See Figure 2). The most com
reduce resistance to airborne pollution, respigatirtyends over time, such as lighting unocoopi&8lQ failure modes are the result of inadequate

infections, and allergies. spaces, levels can also be used as a measwetiktion, pollutants generated indoors, and pol
to improve energy consumption. lutants coming from outside the Buildieg.
Volatile Organic Compounds (VOCs)-are com causes of inadequate ventilation can include: a) an

pounds that have a high vapor pressure amdslowmary, the main sources of indoor airisifutient supply of fresh air due to a high level of
water solubility. Examples include commonaimiduare VOCs, PM, andKbOwn data allowsecirculation of the air or a low volume of intake, b)
trial solvents, Trichloroethylene, Formaldmteyde,conclude that improvements in 10T isens@ct placement and orientation in the building
Benzene, Toluene, Xylene, Styrene, Acmtoriering for elevated levels, ah@©f PM of intake points for outside air, and c) poer distribu
fuel oxygenates such as Methyl Tert- Butyhewihgraverage particle diameter of 2.5 nioroasid consequently incomplete mixing with the
(MTBE), and by-products produced by chlgfftigtioralong with improved measurementiantithe workplace. The latter can produce strati
in water treatment, such as chloroform.”ThedBB@al of ventilation rates can: a) reduce sicktidaygzones, unventilated zones, unforeseen pres
maximum guideline is 0.3 mg/m3, by 35%, b) improve cognitive funé@mmingo sure differences giving rise to unwanted air currents
ductivity by up to 11%, and c) yield energy sandmagmtinuous changes in the thermo-hygrometric
Lighting levels, although not a direct indicatof ofatio 21%. characteristics noticeable as one moves about the
quality, have an impact on employee performance building. Incorrect ltration of the air due to lack of
and wellbeing. According to a study publishieel air quality in a building is a function of arsgngsance or inadequate design of the Itering

Figure 4: Typical BACS
topology, where the

IAQ sensor and other
0T sensors may have
their own API, where
the BAS utilizes BACnet
to integrate multiple
subnets over the network
with a single control,
monitoring, and alert
interface to simplify the
end-user scenario.
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Figure 5: Example of an
“all-in-one” BACS topol-
ogy, where a controller
and sensor in a single
package provides a
exible solution to
stand-alone control
challenges or BACnet
network challenges.

system, is a de ciency which is particularly skeiocé. These sensors enable tracking of @end, Average, Marginal, and Dysfunctional. For
where the outdoor air is of poor quality, ordakeracross all rooms, buildings, and sitesafople, Figure 3 shows that at 1,000 ppm CO
there is a high level of recirculation within. highest situational awareness and buildingritsitte. to 600 ppm, percentile ranks were moder
This approach to Integrated Facilities Managietyefitninished. However, at 2,500 pper CO
IAQ as Driver of Trends and OpportunitiegIFM) can incre&$zand decrease expense.assitile ranks for ve performance scales decreased
for BACS a result, faster and more effective decisiomerfealels associated with marginal performance.
ing drives improvements in building ef ciemegent survey reveals that 72% of of-ce work
Sophisticated owners and operators- of coasumption of utilities, and in the wellbeingrefvediridwide worry about the air quality compar
mercial and institutional buildings have éuilédarg occupants and visitors. isons across markets and facility types, including
and present understanding that IAQ monitoring, of ce buildings, hospitals, airports, schools, and
and remediation continues to increase- in pigume 3 on the next page depicts percentile lsotigigOf this total, 89% agree that the quality of
nence as a primary driver of trends and opp@presentative decision-making performirley breathe has a direct impact on their health
tunities in the Building Automation and Jdwtrelsults segment decision-making perfoandneellbeing, and 98% believe safe 1AQ provides
Systems (BACS) sector. Demand driverspeclindefollowing nine categories at the threg I€43t one health bene t: a) Better overall physi
and are not limited to emerging wellness protociitiofsof: a) Basic Activity; b) Applied Axthhealth (62%); b) Fewer allergies, less sneezing
accelerated by the pandemic, and by In-Ofitgea)d-ocused Activity; d) Task Orientation; @apthi@ughing (60%); c) Less exposure to airborne
Hybrid-Workpfaecision vectors. Deploynterg; f) Information Search; g) Information Usag&m)nants (57%); d) Better overall mental health
of IoT sensors to continuously moniod CBreadth of Approach; and i) Basic Strategy(SB%seand e) Improved productivity and problem-
VOC levels, humidity, air pressure, and otbatelfa@ies are applied per percentile boundsolgggt(43%).
metrics delivers real-time IAQ data directly teymumative levels of performance: Superior, Very

Figure 6: Multiple BACS markets show high volume high growth, with strong trend towards standalone control of HVAC, and an uptake of
smart technologies in commercial buildings and other built environments.
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Figure 7: Sales of IAQ
sensors for the 2022 —
2027 forecast period,
value, AGR %.

IAQ Research Results in Of ces, dioxide concentration, school attendarcapant). If the association observed is causal,
Classrooms, and Daycare Centers and educational attainment. J Sch Haaltbconomic analysis shows that the additional
2014. 84(9): p. 569-Mtps://dx.doi.  cost of delivering outdoor air to workers would

The following studies were id€rtaidinves 0rg/10.1111/josh.12183 be more than offset by the savings from reduced
tigated linkages between ventilation rates andaverinen-Shaughnessy, U., et al., Agick leave, particularly in the highly paid corpo-

absence rates. assessment of indoor environmentalrate environment stufiéd. the time of this

quality in schools and its associationsuity there was assumed that 93.5 million full-

1. Studies performedfices: health and performance. Building antime workers in the US were provided recom-
* Milton, D.K., P.M. Glencross, and M.D. Environment, 208&ps://dx.doi. mended ventilation rates, so the estimated lost

Walters, Risk of sick leave associated witbrg/10.1016/j.buildenv.2015.03.006. productivity was determined to be $22.8 billion,
outdoor air supply rate, humidi cation, 3. Study ilaycare centersThis assessedand therefore $15.3 billion in net savings per
and occupant complaints. Indoor Air,  ventilation and absence. Kolarik, B., eyabhr could be obtained.

2000. 10(4): p. 212-21. https://dx.doi. ~ Ventilation in day care centers and sick

0rg/10.1034/j.1600- leave among nursery children. Indoor Among the ve studies from schools or day-

0668.2000.010004212.x. 2016. 26(2): p. 157-16@ps://dx.doi.  care buildings, four found statistically signi cant
¢ Mendell, M.J., et al., A longitudinal study obrg/10.1111/ina.12202 decreases in absence rates with more ventila-

ventilation rates in California of ce buildings tion or lower carbon dioxide concentrations. One

and self-reported occupant outcomes Most of these studies tracked absences stuelyawhich followed 162 classrooms for two
including respiratory illness absence. period of a full year or more, and one ofydsse[2b], found a 1.6% decrease in absence
Building and Environment, 2015. 92: pstudies also monitored ventilation rates of@r ¢aeh 2 cfm (1 L/s) per person increase in
292-304. https://dx.doi.org/10.1016/j. full period. Among the three studies in oferg#ation rate. Because ventilation rates in most
buildenv.2015.05.002. only one [la] found a statistically signictasgrooms can be increased by at least several
¢ Myatt, T.A., et al., A study of indoor caibhorease in absence with lower ventilatiorcfatga.few L/s) per person, the study indicates a
dioxide levels and sick leave among ofloethis study, a 35% decrease in shortpiential to reduce absence by several percent.
workers. Environmental Health, 2002. &fd3ence was associated with a doubling of ven-
p. 3. https://dx.doi.org/10.1186/1476- tilation rate from 25 to 50 cfm (12 to 24A.&cond classroom study [2a], reported a 1%

069x-1-3. per person, corresponding to a 1.4% det¢ce2%¢ relative decrease in the absence rate

2. Studies performedlementary grade in absence per 1 cfm (0.47 L/s) per pévsaach 100 ppm decrease in the difference
classrooms increase in ventilation rate. between indoor and outdogrc@fentra

¢ Shendell, D.G., et al., Associations tions. A third classroom study [2c] reported that

between classroom CO2 concentratidhe two other studies in of ces had high vehsitnce increased by 0.4 days per year for each
and student attendance in Washingtdion rates which might explain the lack of @s¥dgpm increase in time average ingdoor CO
and ldaho. Indoor Air, 2004. 14(5): pations. In one study [1c], weekly mean waorhktigentration.
333-41. https://dx.doi. CQ concentrations were only 37 to 250 ppm
0rg/10.1111/j.1600-0668.2004.00251above outdoor air, Cdhcentrations indicatihg the study of day care centers [3] there was
* Mendell, M.J,, et al., Association of very high ventilation rates. For referenceasstatestically signi cant 12% decrease in sick
classroom ventilation with reduced illmestlation standards recommend ventiéeti@nper each 1 h-1 increase in air exchange
absence: a prospective study in Califatesthat maintain indopc@@entrations neoate. There was also a 2% increase in sick leave
elementary schools. Indoor Air, 2013more than about 700 ppm above the outdper aach 100 ppm increase in indomrCO
23(6): p. 515-528. https://dx.doi. CQ concentration. The second study regamécition, but the association was not statisti-
0rg/10.1111/ina.12042. very high ventilation rates, mostly betweeadl\84igni cant. Overall, the available research
* Gaihre, S, et al., Classroom carbon and 90 cfm per occupant (16 and 42 L/mgieates that increased ventilation rates in
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Figure 8: US wired sensors by protocol, share by value, in the 2022 forecast period.

classrooms are associated with reducetsstlfO modules, a wireless network link (e2022igo $90.28 billion in 2023 at a Compound
dent absence. For elementary and nbielevould simply replace a network cablefastied Growth Rate (CAGR) of 11.06%- The build
school students, reduced student abseneérdélass 1/0 module connects to a wirelesingadeitomation system market is expected to reach
been shown to be associated with highemgnadevice. A conventional wired network f&i13 billion in 2027 at a CAGR of #1.86%.
point averages and higher scores in acadesteéss gateway device to the BAS woulEighen6 depicts how North America was the larg
achievement te¥ts. complete the integration of the wireless I/Gshoegion in 2022 in the forecast period, and that
ule. In either case, conventional on-site netwai&HRACI C is expected to be the fastest- growing
In of ces, even very small decreases in alispologly would be preserved. region. A US eld device study conducted in 2022
rates from increases in ventilation rates would be shows a $500m market for sensors — please refer
nancially signi cain some school districtBhere are many possible building automatida #wuright- side of Figure 6 above. The pandemic
income from government sources are lintieasto from a single space to multiple zondé®dasted sales of IAQ sensors — forecast is for high
days of student attendance; thus, increaseidg. For example, Figure 5 depicts an Salfjle- digit growth rates, as shown in Figure 7.
ventilation rates may increase school dis&'iIdACS topology, where a controller afRkegarding Connectivity, Figure 8 shown that as of

income. sor in a single package provides a exible spQ&bAnalogue were estimated to occupy 75% of
to stand-alone control challeng&sCoretet the market share, and BUS sensors were estimated
IAQ Integrations to BACS work challenges. Temperature sensing is staratandpy 21% of the market share. 10T sensors are

with optional humidity and motion sensingaMmall but growing segment, with wireless used
How does one integrate a real-time 1AQ dabéerégput and output con gurations and bwittein wired was not possible.
dent in the cloud within a BAS? or custom programming ensures that a variety of

HVAC application needs can®%&omé&tO mod Conclusions
Figure 4 depicts a typical topology, where toéeBBA®ak the networking restrictions of thisTrame
provides an Application Programming Inteof&céoT I/O modules would connect to anléi®sitea building is a function of a series of vari
(API) to integrate with a cloud-based buildingagkcore either directly or through an inteadiediwhich include the quality of the outdoor air,
ations platform. Doing so creates a singlesyogdateway device. From the cloud, conneetidisign of the ventilation and air-conditioning
cloud connection to the building, which istortbeeBAS can be implemented at any poirgyistéme, the conditions in which this system oper
secure, simpler, and cheaper to manage, pa8imgtwork. For example, with an 10T theatesssatd is serviced, the compartmentalization of
great bene t to the building 8Wnegeneral, theinstalled in a remote part of a building or cahghsilding and the presence of indoor sources of
cloud has removed limitations imposed by anis8ie loT thermostat would establish a WAbhtaminants and their magnitude. IAQ impacts
networking. Traditional integration of an IAQsetisarto the cloud for delivery of sensor date€apant satisfaction and workplace productiv
with a BAS would require a series of networletinderature, Humidity, €0) and for receipty. The main sources of indoor air pollutants are
from the BAS to the IAQ sensor. loT sensorsfaoit@| commands (e.g., setpoint changegp@sd PM, and,.(Eevated levels of &@
break the networking restrictions of this frfiée cloud can then present a virtuat I/@Mtealong with improved measurementand con
work, as they connect to an off-site CloudaGeref the l0T thermostat to a centralized B& $fatentilation rates can: a) Reduce sick days, b)
either directly, or through an intermediary gaiswasrt of the network in that building, or éwgrdme cognitive functioning and productivity, and
device. Traditional integration of an Input/@hdfher building. This would obviate the nepdifdd energy savings. The market for-these inte
(I/0) module with a BAS requires a seriespufteretially complex on-site networking usingrategtisensor solutions in the US was estimated

work links from the BAS to the I/O module l@ationwireless network links. at $500M in 2022. The forecast through 2027 is
For wired networks, network cabling would need to for high single-digit growth rates. The global BACS
be installed to ensure a contiguous netwottdgurkitt Statistics market is expected to grow from $81.30 billion in
that extends from the BAS to the 1/0 moddle- For 2022 to reach $141.34 billion in 2027 at a CAGR

example, RS-485 network wiring can be inSta@lledBIACS market consists of revenues efttie86%. Sophisticated owners and operators
between a gateway device and a Modbus I/Qyreatities providing services such as desighcandmercial and institutional buildings therefore
ule location. engineering, installation and commissionringhavaira clear and present understanding that 1AQ

tenance and support, monitoring and -optinaigéoring, and remediation continues to increase
Wireless 1/0 modules do not alter the fundameand consulting and training. The globalnBprG®&inence as a primary driver of trends and
tal requirement of on-site networking. Fomuirket is expected to grow from $81.30 bilippartunities in the BACS sector. &>
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Exploring Integration Opportunities with
Air ow Measurement Stations

The increasing requirement for intelligent cit

ies and energy-ef cient facilities with enhanced
security systems fuels the Building Automation
Systems (BAS) industry. The global BAS mar
ket size was valued at USD 86.8 billion in 2022,
and it is projected to reach USD 148.6 billion by
2027, growing at a compound annual growth rate
(CAGR) of 11.4%.1

Thermal dispersion air ow measurement stations
with BACnebmmunication protocols address
the industry's need for data integration-and oper
ational transparency. Advanced BAS systems use
extracted data for decision-making, trend analysis,
interoperability, and issue resolution. The advan
tage of using a BACnet air ow sensor is that it
allows for more actionable data with the option of
using analog for the local controller.

Integrating air ow data into the BAS praatiefor air ow changes. For instance, -f tlewetirmore detail is valuable for operational ef
the exibility to control, monitor, and trendohislecreases, the fan will automatically incieasg fault detection, energy usage, maintenance
torical events for outside air, supply and teetnamtain the rate. This declining trend camaleagement, and problem-solving. You can have
air, and exhaust systems. Thermal disgersi@ontinuous increase in fan speed ovetitoel6 sensor nodes, each with individual val
offers advantages over other technologiesssigcmore energy without understanding thesedithin the PIC statement, each value noted
as inherent temperature measurement, nsoitidier the decline. With individual sensofonedeh sensor node: AV 21, AV 22, AV 23, AV 24,
measurement points, and shorter distancegafegnyou can evaluate the air ow pro leAdrizb, AV 26, etc., provides real-time point tem
disturbances. System integrators can fullytratiliizeof the decline, evaluate potential qaers¢sre and air ow rate values. You can create a
air ow measurement station data with bailiteke action to resolve the problem. It caisidathgoro le model of thermal and ow with the
BACnatigital communication protocols for moything from damage to a damper bladejmdiyidual points. Since the system temperatures
toring and system control. There are also dpplidamper on the sensor node, mechaniealdadw rates are often changing, trends in per
tion-speci ¢ advantages, like the fan array,uvbedaty lters, fouling or heat exchangers fetmance can be recorded in more detail.

you can individually measure the ow-and con

trol each fan independently. The system ifezgeators often use only average outputsBy sietting up the system to request sensor node
tor uses industry software to execute all plgeimformation exchange, as shown in thevahage via BACnet, you can monitor individual
sary eld device setups, monitor, and cahtweé: Example of Typical Average Outputsdémaand still control them by the average mea
connected devices, reducing commissioning time

and eliminating errors.

Facility managers and operators gain valuable
equipment operation and performance insights
without leaving their desks. Access to all device
data enables timely fault detection and aids in
diagnostics. The BTL-certied device "Proto
col Implementation Conformance Statement,” or
"PICS," lists and describes the air ow feasure
ment station functionality of the product: example
shown above, Table F-2. PICs are available from
BACneinternationalr the manufacturer's-web

site. During the initial BAS setup, obtaining gran
ular air ow information is possible with individual
sensing node data points. Monitoring every node
offers several advantages for ef ciency, control,
and optimization as the controller will- coEyemple of Typical Average Outputs
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sured value. The probe's sensor nodes pravglegaBACrHesters a culture of data collectioh,ensures occupant comfort while conserving
air ow and temperature measurement witheltBI1g to improved insight into buildings' eiteygy. Standardized communication facilitates
traceable calibration capable of commungyatiegn operation. Analyzing data and systemquether data exchange between air-ow mea
information with the BAS or Cloud monitorifaggregsice over time helps detect maintesumeceent stations and the BAS. Integrating air ow
tem—multiple sensing points to produceissaes, schedule diagnostics, and identifydiavitts, data enables enhanced operational insight
accurate velocity and temperature measurenadag. buildings smarter. and management.
Adding optional humidity sensing provides control
based on relative humidity, dew point, or eaeilly. managers, service techniciansDigitdl communicating air ow measurement sta
Using this technology in converging airstrgaamny afata management, TAB, and Comntise®rieature standard analog outputs and eld
across energy-exchanging components camgpagents, to name a few, can use netveorkgdired 0-5/0-10 VDC or 4-20mA for ow,
vide energy performance insight and act alsl @evices to troubleshoot or adjust- patamperature, or alarm. Low ow alarms can be
airside energy meter. The relative humidigrsariche system-level controllers can read elid @st and enabled. Air ow measurement sys
enthalpy can be more accurately calculatedeasthrement device performance data tdemakeith optional BACnet MS/TP, BACnet Eth
multiple temperature and ow measuring pMRE equipment more ef cient. A well-integrated IP network cards provide more exibility,
The example image below could representBA®wan analyze historical air ow data, idaltfyng local control via analog and a separate
door air intake where the sun impacts the tergpesitterns that hint at potential issues. Babachannel for monitoring and trending, param
ature in an upper hood. Alternatively, it cdivd beaintenance becomes a reality, preetatioganges, overrides, alarms, etc.
a convergence of two airstreams or downstrgmdowntimes and enhancing system longev
of a split 2-stage cooling coil common in RIWJEBAS integration via BACnet allows fékncapp can display the sensor system's opera
having more data results in better conrtrototieizied air ow adjustments based on occuiganincally and provide additional information on
sions for energy ef ciency. and improved scheduling. This dynamicettings, individual node values, and other diag
nostic data.

Air ow Measurement Stations' seamless integra

tion with BACnet presents opportunities to revolu
tionize how building environments are managed.
Data from various air ow measurement stations
can be provided through BACnet to many differ

BACnetMS/TP BACnetEthernet, BACNIEt ent platforms used to improve building operations.
By navigating the challenges and leveraging the
opportunities offered by this integration, we can
create and manage indoor environments for a
sustainable future. &
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Establishing an Autonomous Building
Industry Standard

Buildings are the most complex controlled infra-
structure in the world, yet they still use out-
dated technology and building management sys-
tems that waste energy. Consequently, buildings
account for more th@® of the world's energy
resource usage.

The solution that the industry has developed to
correct this is smart buildings. However, today’s
“smart buildings” are not actually smart; at best,
they are just “connected.” They are raw plat-
forms that employ a patchwork of tools, such
as simplistic relay logic, emulated thermostat-
ics, “if-else” programming, and model-free PID
control to hard-code static operation sequences.
Depending on their size and complexity, build-
ings have anywhere from billions to quadrillions
of potential states only one of which is optimal at
any given moment. Therefore, the required num-
ber of programmed sequences to achieve opti-
mal control of any building under all potential
conditions provably exceeds the capacities and
abilities of even the most skilled and experienced
engineers with the largest budgets. In computer
science, we call this kind of problem an intrac-
table problem.
ment variance, a simple state analysis Botiwsautonomous building systems are aware
In recent years, cloud-based analytics-tivatetie typical building has trillions of pdgskie future implications of their control deci-
solutions have emerged to tune existingpleigates. This is well beyond the complekityspfenabling them to navigate around system
based procedural controls, but they havettienendustries. “collisions” or energy “congestion” hours before
nothing to address the larger intractable state it even occurs. This future-forward control is
space problem. Stuck using the same Taegi-also present a unique autonomy chaténgdy possible because autonomous build-
coded simplistic operation sequences, dmiifts two buildings are the same. Eveninglsedmave accurate prediction horizons of many
ing automation systems have not possesseilttby the same company and using thensanse or even days (in contrast to the mere sec-
means to resolve the real-time dynamic coateolals, each building is in a different lomadithat vehicle systems have to work with).
demands of the state space complexity reqdrdths fundamentally different orientdiotisermore, autonomous buildings- cooper
by real-world building systems, occupant®perhogies, and softwares. Whereas an aatmr®ecause buildings are the primary building-
the internal and external environment. Builnliisgcar can use the same technology itbleeds/of cities, you can’t have smart cities with-
controls therefore rarely nd the right centvseequent car, buildings each need to beuintiaving truly smart buildings. Autonomous
path at the right time, let alone achieve ofphrally designed and commissioned.  buildings will act as agents in energy networks,
tional optimality. buying and selling energy futures using smart
Fully autonomous buildings, however, demelarts, working with utilities and district sys-
Autonomous Buildings are the Real  their own control sequences in responsens$o and ultimately building the backbone for
Smart Buildings changing conditions. They're not based ofustaideer-to-peer grids.
sequences, set-points, PID, or simple state
The buildings industry presents the best optines. They understand their own uridezlizevels of Autonomy
tunity for applying an autonomous platfgrphysics of operation and generate ¢ontin-
because buildings are the largest controlisdcontrol paths. They can introspectitvaseas an industry want wide-scale adoption
infrastructure in the world economy. Theprmaesphysics and provide deep insights afrmahgintelligent, autonomous buildings that are
also the most complex. A typical comnienp@atantly, analysis. This can be used ta@iuing longstanding market problems, then we
building has thousands of sensors andntat@the commissioning and optimization mésgite provide clarity for what autonomy means
dreds of control points. When we add in coenpdex when communicating with our customers and
dynamics like occupancy, weather, and equip- the public.
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The automation industry was conceived |lfnuthdranslate the six levels of autonomizdvei3 — Adaptive sequencest this level,
legacy of the First Industrial RevolutiontheTI®AE Autonomous Vehicles standaid adhdition to automated sequence generation,
basic control loop, typied by the megrmdythree more to re ect the different levidle afystem can adapt its control sequences
switch thermostat, still lives on as an erabtemomy possible in buildings, we can halkeingroperation. The calculations to generate
of the ingenuity of this early 19th-centurpyar-autonomous building industry statidaradapted sequences are slow, meaning it is
adigm shift. In fact, the senior statesm&heothree additional levels are possible idygrdotical to use this academic approach in real
our industry were all born out of this early keg. difference between buildings andbuédlings. This is analogous to the SAE condi-
cles: Every vehicle produced is essentialtyoideirautomation level.
As our industry transitions beyond therntizstatwhereas every building project is unique.
ics to newer technologies like autonomoWeysve the opportunity to automate the desi&rd — Real-time sequencifithe system
tems, Al, and distributed 10T, new termimdtalation, and communications betm@éonger uses set-points or proportienal reac
is required. As anyone operating in the ap@c®mous buildings in smart grid netwdiks.control. Instead, building control uses con-
of “smarter” systems can attest, the bulldingroposed taxonomy, including LevetnBeds paths. Sequences are generated in real-
automation industry’s lack of a clear lexitwi go beyond the Autonomous VehiclesiiS&rat the edge, addressing the problems of
becoming a barrier to communication.  dard, is de ned below. resiliency faced by cloud control solutions. This
is analogous to the SAE high automation level.
In the early 2000s, the automotive industry &aed) — Set points/ThermostatiagSon-
a similar communication challenge. The Seaigyal set-point or proportional contrdleitels5 — Full autonomiuildings that self-
of Automotive Engineers (SAE) came togditieetlinanalogous to vehicle cruise contimptanize using adaptive real-time sequenc-
2014 to establish a common taxonomy altiaet@istorical building industry approach. ing compare future outcomes of different con-
minology for autonomous driving systems. This trol schemes are introspective about their own
standard charted the course from convehtBoehll — Adaptive set-point¥he systemoperation, automatically analyze the building’s
First Industrial Revolution vehicle techadiygively adjusts set points of otherwisébstatidor, and continuously adapt to their envi-
to the future of fully autonomous vehiclemavithal sequences, set-points, and/or PIBbeorent. This level is analogous to fully autono-
de ned thresholds for each level of autotromyfhis is directly analogous to an autoous-vehicles.
from level O to level 5. bile’'s adaptive cruise control. For buildings, this
is often done off-site, in the cloud, leavingtbke6 — Self-guided instalthis level utilizes
With clear de nitions charting a technolsgitein error-prone and dependent on néteankderlying intelligence of Level 5 autonomy,
path forward, the autonomous vehiclescomerectivity. and the introspection of its own physics and
ket has thrived with technological development, interconnectivity, to guide the installer through
architectural evolution, customer identityl emal2 — Sequence generation assisaddi the installation process, assessing errors and
ket investment, and cultural interest. It higlpetd adaptive set points, the control speteiding installation guarantees based on the
remove con icting thoughts on what- auémsists in generating the system sequencegslidme design goals and/or engineering plans.
mous means and misleading claims abogehoences are still static, though they may cover
autonomous the vehicles actually are.  a larger state space than conventional t@veblF — Self-commissioninghis level uti-
programming. This is analogous to driveriassittie automation system’s own understanding
| have a proposal. Let's apply the autoindtigevehicle market. of the building and mechanical system’s physics
industry’s taxonomy to the buildings industry. to self-commission, validate the interconnectiv-
ity of equipment and zone-sensor interactions,
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and automate point mapping. Level 7 autdheraynple fact of the matter is this: The abigialtwins that form a structured data graph of
enables system guarantees for architeotore,future cannot be achieved on the owttlidbede system components enable full auton-
engineering, or energy design intent. foundation of current building control systemdy providing the required building blocks to
much like how fully autonomous vehicleeseillbe systems that can intuit their own con-
Level 8 — Peer-to-peer interactivinis is the never happen by tweaking cruise control.trol and operation. Unlike the past which has
pinnacle of fully autonomous buildings. Buildings been de ned by reactive control, the future will
can act as real-time agents in smart citymistis where the smart buildings fall shén&, dsned by autonomy. This new deep digital
works. Given a common interface and séffeyabre all attempting to build upon theéwiasfoundation is required to unlock the road
idating smart contracts, buildings can opauattation. Tackling the problem via thisahmaé towards full autonomy. &
as free-market actors on behalf of their oelmaisates the possibility of reaching any farther
These fully autonomous buildings enabléhasdl-evel 1 autonomy because the foundational
time demand response, district energy systedes of the past 100 years are incapable of
and peer-to-peer decentralized grids. accurately modeling the extreme complexity of
buildings. We can tack on bandaid solutions
As we develop a language to discuss thdiketareligital cloud or analytics platform to make
of our industry together, including the futsmeatffimprovements, but ultimately it is not the
the control systems, and the buildings warinsgreffective path for technological growth, nor
act with we will start to chart a course to desgthat can lead to full autonomy.
ing buildings that are truly “smart.”
Enabling the future of truly autonomous - "~
Charting a Path to the Future ings is only possible by establishing a ne\
nology foundation based on deep digital i ABOUT THE AUTHOR
Today, the market is stuck at Level 0 and cemgbdsable system model that fully des
solutions. We need a paradigm shift in thetirelusderlying physics of the elements of Troy Harvey is the CEO and founder of
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© Harvey

32| Journal of Building Automation 20/23



Feature Articles

The Bene ts of Utilizing Pre-Testing Tools

Many manufacturers and end-users are atmagesoproduct tested is a worthwhile inve$Besittes saving time and money during confor-

the numerous bene tBAE€nekesting Labo for manufacturers, time and cost are cenwinbe testing, manufacturers are required to

ratories (BTL) Testing and Certi cation prdgcéons that must be taken under considertiensively pre-test their products prior to sub-

offers. Products that are BTL Certi ed provide mission to an RBTO. The RBTO is not a qual-

users with the con dence that a producBThsTesting is designated for compliancetyastssurance lab. Products need to be ready for

passed the industry stanBA@netonfer than development. When development reendeet when submitted,” states Emily Hayes,

mance tests conducted by a RecBéwired are discovered during testing, the pr@&HEsManager.

Testing Organization (RBTO). The advaatagesdelayed, resulting in the device spend-

of BTL Certi cation can include lower intagradditional costly hours in the RBTOs Aealist T third-party pre-testing tools can be found

tion cost, less integration risk, improved ppotirmtially save time and money during tastbtgorg/pre-testing-tools. The types of pre-

quality and performance, and greater buy&Tdostrongly encourages manufacturers testakg tools include Test FrameB/atkset

dence and opportunity to bid. Currently,atieaatage of the wide-range of pre-testinglieals SoftwarBACnetProtocol Analyzers,

are over 1,300 BTL Listed products thatHavecus on the developmBhiQrigirod BACneDevice Simulators, General Tools, Ref-

successfully completed testing and certi aatten It has been found that when the reeence BACRouters and Refer@wEnet

These products can be found in the onlifadBirer performs pre-testing prior to subriBifigP Masters. These lists are provided as a

Listing Databadettps://www.bacnetinternatheir device for BTL Testing, the issues tibahaemience only. They represent a sampling of

tional.net/btl/ found are limited, thus saving testing costvait@ble resources and are not intended to be
expediting testing time,” states Rich Ruelcdragiete. No recommendation, endorsement or

Befor@ ACngbroducts can successfully camg Services Manager for the BTL Lab. Addlijidorm of warranty is implied or provided by

plete BTL Certi cation and gain the right allyydbe BTL Test Package, used by all RBBITsdBACndnternational for any of the items

the BTL Mark, they have to pass comfd@hceesting, is available to developers for tiese lists. &
testing against the appropriate test paokagmternal pre-testing.
developed by the BTL Working Group. While get- For more information about pre-testing tools and
additional testing resources, visit btl.org/testing-
resources.
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Riding the Time of Climate Change

Sustainability and energy-ef cient buildings are
hot topics in modern architecture, and one of
the latest marvels is the Floating Of ce in Rot
terdam. The building consists of coupled blocks
of concrete that oat atop the Nieuwe Maas river
and uses its waters for both cooling and heat
ing. In addition, it has smart HVAC technology
from Belimo to help create an optimal environ
ment while using minimal energy. Together with
the solar cells installed on the roof, this innovative
set-up makes the building entirely self-suf cient.

Floating Of ce in Rotterdam (FOR) was designed
and created by Powerhouse Company-— an inter
national architectural practice established in
Copenhagen and Rotterdam — together with the
real estate expert RED Company and consultants
from Roodenburg Groep BV. The project aims to
re ect the values of its tenant, the Global Gieatéon of under oor heating and change-over
on Adaptation (GCA) — an organization theilprgs work as a delivery system to increase or
motes environmentally friendly technologidscasalse the room temperature.
encourages a climate-centered approach in plan
ning and investment phases. FOR receivétVA®isystems account for a large portion of a
of attention in the media when it was contplédtédg’s energy consumption, which is why
in September 2021, and was inaugurated IBokiedouse chose to work with Belime —a com
Willem-Alexander of the Netherlands. pany that is known to provide ef cient solutions
that require minimal power. By installing Belimo’'s
FOR is made entirely of wood and other reggblalland environmental sensors — which moni
materials and is designed so it can be contptetetyindoor temperature, relative humidity, and
dismantled for reuse. But it doesn’t end therarliba dioxide levels — Powerhouse could ensure
roof of the building is equipped with a total ah ®p@imal environment in both the of ce and res
n? of solar panels and the rest of it is cover¢aurétiit areas. As the number of people in the dif
sedum — a low-maintenance succulent sfereiesparts of FOR changes during the day, the
that acts as a sink for carbon dioxide andiotheality is continuously checked to ensure that
greenhouse gasses. This green area alsoesetvesom receives just the right level-of ventila
as a habitat for birds and insects, attraetintigmplfurther reducing power consumption without
nators and further decreasing the buildingtsoegaromising comfort.
logical footprint.
The sensors and valves are connBAt€dgd Research Establishment Environmental Assess
The base of the building consists of 15 connbatidnakes it easy to collect the data anthenptiMethod (BREEAM) ‘Excellent’ certi cation.
oats that follow the rise and fall of the water the environment. Moreover, the BREEAM is a measure to assess the sustainabil
level in the tidal estuary, which can chanmesyre independent valves (EPIVs) effgctivabyojects, and factors in nine sustainability
as much as two meters during the day. F@d#plear as many as four 2-way valves, emsiieiggries — management, health, energy, trans
be accessed via a boardwalk and its threetbtdriest and cold water never mix. Its presstre/ater, materials, waste, land use-and ecol
provide a 3,607 m2 of oor space that are tedease function can quickly react to, andggnand pollution — highlighting how well thought
to GCA, a restaurant and a public pool aregensate for, changes in pressure caused dwt tit FOR project is from start to niah.
ferences in water temperature. Since sub-meter
Plastic oor heating pipes are installed imglie now often a requirement in environmentally
oats, serving as concrete core activation térimdéy buildings, a Belimo Energy Valve™ is
air to pass through the holes within the imstidled in the chilled water and central heat
rial and warm or cool the building with mimihpapes for any part of the building that uses up
energy loss. The heat and cold are extractetbfethan 5 percent of the total energy, making
the water in the river below, and heat punippaasible to monitor different areas separatelL_,}fELWlO
used to transform water ranging from -7 to 55 °C technicalsupport@us.belimo.com
to 12 °C for the chilled water pipes, and B5iSCertainly not surprising that all the abow@mw.belimo.com
for the central heating system. In additien, meationed qualities have earned FOR a Building
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New Sedona Unitary Controller
Adds Support for BACnet MS/TP

Contemporary Controls has expande8 uitéversal inputs, 4 binary inputs, 4 analog
BAScontrol SerieBACnAP Sedona Unitargutputs, and 6 binary outputs. The unit has 48
Controllers with the addition of the 22wpemtcomponents which link Sedona wiresheet
BAScontrol22S, which supBé@netlient/ readable/writeable data to web pages, and
server operation over BAZoBACh&S/TP. 24 virtual points which link Sedona wiresheet
readable/writeable data BA@Gnetlient. Its
“While the trend is towards using IP-lbaggdd metal enclosure, low device pro le, and
networks, the BAScontrol22S offers exibtiityor temperature operation of -40°C to +75°C
at the job site in case there_ iS no qccessna@i‘F ipleal for indoor or outdoor applicgi@%mmlzzs 22-point unitary controller supports
IP-based network, and a twisted-pair netwink isiit is powered by 24VAC, commonlyg&@aépclient,server operation over BAChet/IP or
the only option,” said Harpartap Parmar, diredté@bystems, or 24VDC. BACnet MS/TP. © Contemporary Controls
product management at Contemporary Controls.
“Sedona function block programming and phgdgaScontrol22S was built on rmware release
archiving is still accomplished over the Eth@rmetith operational enhancements magientemporary Controls' BAScontrol Toolset
port connected to a PC using the free BASogmtet performance, develop more sophisticatiede set of software tools for Windows PC
Toolset while the controller communicateSeo\@ra components, increase applitaionncludes the Sedona Application Editor
BACneé¥IS/TP." memory space, and to upgrBé€imetlease (SAE) which allows for Sedona programming,
15. In addition to BACNnAP Ethernet portBASbackup which can save/restore and replicate
The BAScontrol22S retains the features ftm@&Scontrol22S has one non-isolated (Revapplication and full con guration as a single
all BAScontrol Series controllers, such as R&GseMS/TP serial port to prd@#ienet project le, and BASemulator which will emulate
free operation and web page con gurationliemgiserver operation over BRGetvell asfull controller operation on a PC. The BAScontrol
a 10/100 Mbps Ethernet. It complies witBAGaeMS/TP up to 115.2 kbps. TransmitTaotset and a web browser are all that is needed

B-ASC device pro le with a convenient mgigeofe LEDs ash on MS/TP traf c. to commission a BAScontrol controllefy
CONTEMPORARY

The BAScontrol Toolset is a free set of software tools for Windows PC that includes Contemporary Controls

the SAE, BASbackup project archiving tool, and a BASemulator which will emulate hparmar@ccontrols.com

full controller operation on a PC. © Contemporary Controls www.ccontrols.com
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ADVERTISE WITH US!

The Journal is a semi-annually published trade magazine for the building

automation industry. Experts, practitioners, and professionals show the way

through articles and case studies — from building automation trends to devices

HUK HWWSPJH[PVU WYVQLJ[Z" MYVT X\HSPAJH[PVU HUK
from who is who in the BACnet community to useful information on events and

publications.
Advertising space
Opportunity to available! Get your
promote the building company in the forefront
automation industry by of the building automation
submitting success industry.
stories, articles, and
developments from Corporate members
your company. receive discounted

rates.

Read current
and past journals:

For more
information or to
submit an article or ad,
contact Mary Catherine
Heard, BACnet International
Communications Manager
at marycatherine@
bacnetinternational
.0rg.
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BACnet is the world’s standard for For suppliers, BTL testing is a

interoperable building automation powerful methodology for w ™" """} >7°
solutions, but it only works when products eliminating implementation errors
in a system are correctly implemented. before a product reaches the market.

~
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end-users and building owners/operators conformance testing are eligible

with assurance that a product has veeA > /| iAI"wV>I"e” >7 >0
successfully undergone industry-standard  to the BTL Listing. Only BTL Listed

testing conducted by recognized, products may use the BTL Mark.

independent testing organizations.
. N . A The BTL Mark is a mark of distinction
| >eAe «AeU"iA OAIAA U"I...aMldedsconievo represent a hlgh

on product quality and mteroperablllty eiUie ccv pO>¢"Ib > Ve"veeA“>"V
"> “Qel"tU0iT @A iU A ™*i"1] Iti§ becoming commonplace for
can help minimize costs and risks A«iV'wV>1"e"A lcee AipO0 Ai > |/
associated with system integration . order to be eligible to bid on a project.

Je w™ 0l “cAi >LeOI 1iAl"

/ )
[...i «*Al cev liAli® «Amo@QVIiA] U

There are over 1300 products in the BTL Listing of Tested Products Database.

BACnet Testing Laboratories
btl.org
info@bacnetinternational.org

+1-770-971-6003




Courses eResources <ommunity Slgh-up for  FREE account

The BACnet Institute (TBI) is an online learning environment that serves as a central source for

globally relevant information and education related to Building Automation System implementation.
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security. While registration to TBI is required, itis FREE :PNU \W UV~ H[ [OLIHJUL[PUZ

BACnet
International
AHR education

OVER

160

ARTICLES &
LECTURES

sessions are
available on
Bl
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New to the BACnet International Family

Member of

BACnhnet

International

BACnetnternational is the global organization that encourages

the successful application of BACnet through interoperability

testing, educational programs and promotional activities.

BACnetnternational complements the work of other BACnet

related groups whose charters limit their commercial activities.

_ o New Silver Corporate Member
BACnetnternational Corporate membership includes a who's
who list of top tier companies and industry professionals
involved in the design, manufacture, installation, commissioning

and maintenance of control and other equipment that us
BACnefor communication. ePOIar5V/ 2

We are proud to welcome the following new members toPolarSoft

BACnetnternational. PolarSoft's products make use of the BAGnmehunications
standard. This standard, 1SO 16484-5, also known as ANSI/
ASHRAE 135-2020 and its subsequent addenda, represent over

New Silver Corporate Member 30 years of effort and tens of thousands of hours of development

by manufacturers, consulting engineers, building owners, facility

managers, academic and government institutions. PolarSoft has

.DI.PECOg(()é\I'ITERI\?S_ been at the forefront of the development of this technology, and
a signi cant force in both its design and adoption worldwide.
Astronics Peco, Inc. PolarSoft's products represent the broadest range of third-party

Astronics Corporation serves the world’s aerospace, defenseB/a@det software products available anywhere.
other mission critical industries with proven, innovative technology
solutions. We work side-by-side with customers, integrating36& 44th St.
array of power, connectivity, lighting, structures, interiors, andRitgburgh, Pennsylvania, 15201
technologies to solve complex challenges. United States

polarsoft.com
11241 SE Highway 212
Clackamas, OR 97015
United States
astronics.com

> CRESTRON. |
Rheem Manufacturing
Crestron Founded in 1925, Rheem is the only manufacturer in the world

Since 1972, Crestron has created innovative technologiesthatproduces heating, cooling, water heating, pool/spa heating
remove barriers to connection, collaboration, communication, aacheommercial refrigeration products. Rheem is headquartered in
fort, and control many aspects professionally and personally. Attgita, and it has an international presence in 14 countries. The
neered to be simple, reliable, secure, and easy to use, Crestroosepany’s premium brands include Rheem, Raypak, Ruud, Eemax,
the standard for intelligent video conferencing, digital contentRidimond and Splendid, as well as commercial refrigeration brands
tribution, smart home systems, as well as control and manageRwesgell, Witt, ColdZone and Kramer, which are part of the company’s

technology. Heat Transfer Products Group (HTPG) division.
15 Volvo Drive 1100 Abernathy Rd NE #1700

Rockleigh, New Jersey 07647 Atlanta, GA 30328

United States United States

crestron.com rheem.com
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EXPAND YOUR BACnet KNOWLEDGE

Courses eResources <«ommunity

TBI continues to grow. There are now ovetrgé@@@tive Courses Fit into Your Participants in the forum can submit new discus-
registered users, and articles and presenftlwedule, and Offer FREE CEUs & PDkishs, reply to discussions, and receive updates
are continually being added to the Resources of peer posts through email subscriptions.

section, providing many materials to Thelg are three interactive courses avAitavlers to submitted questions are posted in

you and your colleagues stay connectemhaf8ll, and, as an IACET Accredited Ptogidenim, which can then be searched by all

engaged. A better-informed community Béw@seinternational offers FREE Contiregigiered users.

positive change, so take a moment to edandtion Units (CEUs) upon completion of each

your knowledgeBé#fCnets well as encouragmurse. Professional Development HoursRR&Hiscussions submitted through the Cornell

others! are also available upon completion. TheUthiveesitBACndt email list server are also
courses are: included.

Popular BACnet International Trade

Show Session Recordings « BACnet Basics - a comprehensive cMisseTBI!

that covers all the basics of BACnet. Dont

BACneinternational has presented ar Educaknow anything about BACnet or neetfayou haven't visited BA€Cnetnstitute

tion Track at the past several AHR Expos. Mesfresher? This is an excellent coursestently, you de nitely should! AND, remind your

show sessions were recorded and have bedake. colleagues to do so as welll To access all of these
uploaded onto TBI for you to experience ekh€he Facility Manager’s Guide to Build@spurces, or to sign up for a FREE account, visit
again or for the rst time, including the four preAutomation Systems. You don’t needHtebacnetinstitute.org &
sented at the 2023 AHR Expo. Those sessiohe a facility manager to take this course,
include “The Hitchhiker's GuidA@met in fact, this course is incredibly bene cial
“BACnetl01,” BACnetentric Guide Spec,” to anyone who works in the building
and “DeployiBfCnebecure Connect.” automation industry.
¢ BACnet Device Pro les — introduces
Multi-Level and Multi-Lingual Materials learners to the various BACnet device
in Resources pro les and explains the role of each in

the building automation. It also shows the

With over 160 articles and presentations focuséshrner how various pro les can be

primarily d@ACnethe TBI library offers a vari- combined in a single device and explains

ety of topics, in different languages and expettie rules behind the combinations.

levels. Among the top articles accessed are “An

Introduction to BACHBeploying and Maik Community Forum to Get Your BACnet

tainingBACneBystems in Today’s Networiajestions Answered Sign-up for a FREE
“LED Lighting — An Automation Armaged- account today!
don,” “CybersecurityBlaCndBAS Webinar, TheBACneCommunity Forum is an interac-

and many more. Also check out the bi-lthguahvironment that offers knowledge-sharing

“Device Pro le Families Facilitate Planninghdrprovides an opportunity for users to submit

cle by Bernhard Isler. Check back oftenB#itresklated questions to be answered by a

articles continue to be added. panel of experts inBR& nahdustry.
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0;s‘Cne,

BACnhet Testing Laboratories (BTL) /
Testing Updates

4
’1«

LABOQ‘

BTL Testing and BTL Test Package Information BACnet Secure Connect Resources Available:

A BTL Certi cation indicates tiEA@meStack of the product has suc-
cessfully passed rigorous industry standard testing aridsdénaibnstra
the device correctly implements aBathdunctionality it contains

as governed by ASHRAE standard 135. The BTL Listing, the BTLB/SC
cate of Conformance, and the right to use the BTL Mark are the th ! A

ments that indicate a product has passed the testing and achleveERder_ence Implementatlon )

Certi cation.

The BTL Working Group de nes the BTL Test Plan and gimgerns the test
The BTL Test Package and BTL Testing Policies are publishetiheB A@enEfdcure Connd2ACnéESQ Reference Stack was developed

websitebtl.org/testing-documentation. as part dBACnelinternational’s rst BAS®@interoperability Accel-
eration Program. It is available to anyomA@NE@ommunity for
BTL Test Package 23.1 free. You can download it here: sourceforge.net/projects#feacnet-

ence-stack. The three educational/B8@feHinars were recorded
BTL Test Package 23.1 is the current test package. This teahgaghkagded to BACndnternational YouTube page and can be found
includes testing up through Protocol RevisiorBZ&oiettendard here: youtube.com/c/BACnetiInternational
(ANSI/ASHRAE 135-2020 plus addenda: cd).

The next phase of BACnet cybersecurity, Certi cate Manage-
Minimum Protocol Revision for BTL Testing ment:

The current minimBACHhdRrotocol_Revision for testing is PR_15 damew Cybersecurity Acceleration Program will continue to reduce |
uary 1, 2024, the minilBA&CndRrotocol_Revision for testing becafaeturers cybersecurity implementation learning curve and align t
PR_16. This means that any new product to BTL Testing onpladuerydédyelopment with industry direction on irtie ek tadmsi
2024, or later must be at PR_16 or higher. Any products that apzamtitestly
in testing on January 1 will continue testing at their current PR.

The program includes reference implementation and souroe code cor
The minimum protocol revision does not pertain to any productribatsaineshaying:
has a BTL Certi cation or BTL Listing. However, if the product comésdoadate Authority (CA) server
to BTL Testing for a retest, the minimum protocol revision will applyCerti cate Signing Request (CSR) generation and validation tool

¢ Machine readable, interoperable certi cate le format

ABOUT THE AUTHOR The program will bolster in-house technical knowledge and development
¢ Cybersecurity implementation webinars

Emily Hayes began work with BACnet  Early tool release with full source code license

International in 2014 as BTL-Coordinator, * Expert moderated developer’s forum

coordinating BTL Testing at the BTL Lab. In Manufacturer’s cybersecurity guidelines document development

2017, Emily took over leadership of the BTL Access to BRITE, BRITE provides a con dential, supj#ieréndepe

Working Group as chair. Additionally, she led ronment for remote interoperability té&stiGmeafevices.

the transition from the BTL Listing Program to

the BTL Certi cation Program. She became For additional informatid®A@nebSecure Connect resources, visit the

BTL Manager in January 2019. Emily BACnet International website at bacnetinternational.org¢éeeureconne

maintains professional membership in the
Project Management Institute (PMI), North
Carolina Chapter of PMI (NCPMI), and Institute
of Electrical and Electronics Engineers IEEE.

Emily has a BEE from Auburn University and BACnet

International

) . Emily Hayes
an MSEE from Duke University. She has BTL Manager, Certi cations and Listings Manager and
maintained a Project Management-Profes § BTL Working Group GtkCnet International
sional (PMP) Certi cation since 2010. K btl-manager@bacnetinternationqlwgy.bacnetinternational.org
©
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BACnet InternatioNalws

NEW BTL-LISTED PRODUCTS, September 2022 — February 2023

75F HyperStat 7X-HS-C2W-X
ABB HVAC Drive ACH180

ASPECT-SUPERVISOR ASPECT-SUPERVISOR, NEXUS-3-2128,
NEXUS-3-264,

ASP-ENT-2,

ASP-ENT-96,

ASP-ENT-256,

ASP-ENT-12

Accuenergy (Canada) Inc. AcuRev 2100 Series Multichannel | AcuRev 2110, AcuRev 2120
Multifunction Power and Energy Meter

Acuvim Il Series Multifunction Powekcuvim I,

and Energy Meter Acuvim IIR,

Acuvim IIE,

Acuvim IIW, Acuvim 11BN, Acuvim 11X

Automated Logic Corporation OptiFlex™BACneBuilding ControllerOFBBC

OFBBC-NR
Badger Meter Inc Flow Meter Dynasonics TFX-5000 Flow (DQ)
Badger Meter Inc Thermal Energy (BTU) Meter Dynasonics TFX-BIR)0 Energy (
BELIMO ZoneEase VAV LMV-BAC-001, LMV-BAC-002,

NMV-BAC-001, NMV-BAC-002

Blue ID C4 Controller C4 C-MX34m,
C4 C-MX34
BEST Co. SMART loT SMART-loT
Chicago Faucet CFC-COMBOX 116.101.AB.1X, 116.102.AB.1X, 116.103.AB.1X, 116.104.ABRL.1IXB 126

116.112.AB.1X, 116.113.AB.1X, 116.114.AB.1X, 116.121. ARZ1IXB1DS,
116.123.AB.1X, 116.124.AB.1X

Computrols Serial Connector Serial Connector

Delta Controls V4 Product Platform eBMGR-2,

eBCON-2,

0O3-DIN-CPU,

03-DIN-SRC,

Red5-PLUS-ROOM, Red5-EDGE-ROOM,

Red5-x-y
where
x is PLUS, EDGE, or FIELD

DEOS AG OPENweb DS-OwB

Distech Controls ECY Series ECY-303, ECY-303-M3,

ECY-PTU-107, ECY-PTU-207,

ECY-PTU-208, ECY-TU-203, ECY-S1000, ECY-S1000E,

ECY-S1000-16, ECY-S1000E-16, ECY-S1000-48, ECY-S1000E-48, ECY-S1000
48-MS,

ECY-S1000E-48-MS,

ECY-VAV, ECY-VAV-POE

ECLYPSE Building Intelligence SeEEY-APEX-BI

DMS Digitale Mess- und Steuersy®penLS600BACnet-Service OpenLS600BACHet-Service 1.2

teme AG

EasylO EasylO FW Controller FW-VAV, FW-28, FW-14, FW-08,
FW-08V
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Frimat

Fr. Sauter AG

Fuji Electric

GD Midea Heating and Ventilatin
Equipment Co

Geberit
Grundfos

Honeywell International

Honeywell

Hysine Controls

Frimat_BAVI

Smart Actuator

VAV Kompaktre@&Cneitl
Low voltage AC drives

gKONG MO series

Geberit Gateway
MIXIT

Edge Control Series

Honeywell Smart Sensor

TB3 Series

BCU/BLC/ELV series programm
logic controller
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ASM115SAF232,
AVM115SAF232,
AKM115SAF232

ASV205BF132E, ASV215BF132E, ASV215BF152E, ASV215BF152D
FRENIC-MEGA, FRENIC-Ace, FRENIC-VP

MKG41-BTW23 (DDC MO)
MKG42-BTW23 (WU Controller)
MKG43-Y23P (Plant Controller)
MKG43-Y23M (Mini Controller)
MKG43-BTW23(1024) (Edge Controller S)
MKG43-BTW23(2048) (Edge Controller M)
MKG43-BTW23(10000) (Edge Controller L)
MKG45-BTW23 (Space Controller)
MDV8-GW3-IMMProll-M04G (IMMPRO Il Controller)

F500
A

ECGx1-x2x3x4

where

x1 is 100, 200 or 500
x2isCorP

x3isEorR

x4 is number 0-9 or blank

ECx1x2-x3x4x5

where

xlisC,DorE

x2 is 100, 200 or 500
x3is CorP

x4is Eor R

x5 is number 0-9 or blank

TR50-5N, TR50-5D, TR50-3N, TR50-3D, TR50-5N-B, TR50-5D-B, TR50-3N-B,
TR50-3D-B, TR50-5N-BW,

TR50-5D-BW,

TR50-3N-BW,

TR50-3D-BW

TB3240x/U, TB3140x/U

aBleU-x1

where

x1 is 941, 630, 940, 860, 843, 1644, 1600, 16160, 1666, 8253, 8800, 8860, 8865, or
420

BLC-x2
where
X2 is 1040, 1043, 1650, 1656, 1600, 621, 310, 54EH, 32EH, 32E, 24E, 2060E, or 621E

BVC-442, BVC-442-P, BVC-SD, BVC-SD-P,

BCX-x3

where

x3 is H416, H616, H816, H1016, H1216, H620, H820, H1020, H1220, M416, M616,
M816 or E466

MGP-x4
where
x4 is 1102B, 1103B, 1104B, 1105B or 1106B

BR-50, BR-10

ELV-x5

where

x5 is 410P, 620P, 1050P, 1053P, 1550P, 1030P, 1032P, 1633P, M16A4, M16A6, or
M16A8




BACnet InternatioNalws

Intesis (HMS Industrial Networks,|SLU)  Intesis BACnet Server 700 |Series Modbus to BACnet IP & MSTP, KNX to BACnet IP & MSTP
Intesis IntesiBACneClient 700 Series BACneClient to Modbus SerB&CneC€lient to ASCII SerB&Cne€lient to KNX

IntesiBACneServer 700 Series AIR  Panasonic VRF Systems
toBACnelP & MSTP

Hisense VRF Systems
toBACnelP & MSTP

Hitachi VRF Systems
toBACnelP & MSTP
Mitsubishi Electric
toBACnelP & MSTP
Mitsubishi Heavy Industries VRF
toBACnelP & MSTP

Midea VRF

toBACnelP & MSTP
Samsung NASA VRF
toBACnelP & MSTP

Intesis Air Conditioning Interface | Universal Infrared ABACNeMSTP

Series 2E Daikin VRVBACNnetP/MSTP

Daikin VRV and SkBACneISTP

Fujitsu RAC & VRBACneMSTP

Hitachi VRF systemBACneISTP

Mitsubishi Heavy Ind. FD & VBAGDeMSTP
Mitsubishi Electric Domestic, Mr.SI.&CBAZhaISTP
Panasonic Etherea ABAGneMSTP

Johnson Controls Advanced Application Field Equipnw®tFAC4911-0
Controller (FAC), VAV Modular Ass&sVMA1930-0
bly Controller (VMA)

Lennox International Inc. Lennox CORE Unit Controller 106519
Price Disio Disio
Panasonic PNS-P1000 series PNS-P1000
PNS-303 series PNS-303, PNS-303-M3
PNS-VAV series PNS-VAV
PNS-PTU/TU series PNS-TU-203
Phoenix Contact GmbH und Co. KG ILC 2050 BI Article No. 2403160
ILC 2050 BI-L Article No. 2404671
Priva Blue ID S10 Controller S10
Quantum Automation iCON-1400 Programmable DDC iCON-1400PB
SE-Elektronic GmbH BAGmetnced Application ContrdliarC FCU-01,
M-DDC MTC FCU-02,
UltraSafe,
MTC CB,
MTC CB-HYV,
MTC CB-LI,
MTC RES-01
Schneider Electric Smart Field UC IP Controller SF-UC-18A-E,
SF-UC-24A-E
Spacelogic IP-10 Modules IP-10-DI10, IP-10-U1010, IP-10-UIO5DO5DOFA4
Spacelogic MP Controller MP-C-15A, MP-C-18A,

MP-C-18B, MP-C-24A, MP-C-24A-M, MP-C-36A, MP-C-36A-M, MPOA7A, MP-V

SpacelLogic RP Controller RP-C-12A-F-24V, RP-C-12A-M-24V, RP-C-12B-F-24V, RP-C-RB-0A-24V
12C-F-24V, RP-C-16A-F-230V, RP-C-16A-M-24V, RP-C-16 P-E2ABB/FR
24V, RP-C-16C-F-230V, RP-V-4A,

RP-V-5A,

RP-V-5C-M

EcoStruxure Building Operation ES, AS-B, AS-P,
AS-P-NL, AS-P-NLS, AS-P-S, CS
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Siemens

SungHan. Co

TCS Basys Controls
Trane

Toshiba Carrier
Veris Industries

Wago

Yaskawa

BACnet

International

APOGEE PXC7.A and PXC4.A
Automation Station

Climatix
DesigBACnet Router
KNX loT BACnelP gateway

Desigo Control Point

Desigo CC Workstation
SmartBEN-BMI-BAC
Advanced Air Handler Unit
TrackEnsembleTM
BN Interface
Veris E71 Series Energy Meter

Touch Panel 600
Edge Controller

JOHB-SMHBACNELP Option

PXC7.E400.A
PXC7.E400.A, PXC4.E16.A

POL908.00, POL904.00
PXG3.M, PXG3.L
OCT200.KNBA
PXM30.E,
PXM40.E,
PXM50.E, PXG3.W100-1, PXG3.W200-1
Version 7.0
SmartBEN-BMI-BAC-AWS, SmartBEN-BMI-BAC-OWS
uUsS5182
Tré&cEnsembleTM
BMS-IFBN1281U-E, BMS-IFBN1281U-TR, BMS-IFBN1281B4-BF JEE CB
E71E3, E71E3A, E71E3X, E71E3AX
762-4301/8000-0002, 762-4302/8000-0002, 762-4303/8000-0002,
762-4304/8000-0002, 762-4305/8000-0002, 762-4306/8000-0002,
762-5303/8000-0002, 762-5304/8000-0002, 762-5305/8000-0002,
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